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CVE CVE-2019-1552
State PUBLIC
Assigner openssl-security@openssl.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-30 17:15:00 UTC

Updated 2023-11-07 03:08:00 UTC

Description OpenSSL has internal defaults for a directory tree where it can find a configuration file as well as certificates used for verific
| i

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openssl Openssl All All All All
Application Openssl Openssl All All All All
Application Openssl Openssl All All All All
References |
Reference
myF5

[SECURITY] Fedora 30 Update: compat-openssl10-1.0.20-7.fc30 - package-announce - Fedora Mailing-Lists
git.openssl.org Git - openssl.git‘commitdiff

[SECURITY] Fedora 31 Update: compat-openssl10-1.0.20-8.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: compat-openssl10-1.0.20-7.fc30 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 29 Update: compat-openssli10-1.0.20-7.fc29 - package-announce - Fedora Mailing-Lists
Oracle Critical Patch Update Advisory - July 2020

[R1] Tenable.sc 5.13.0 Fixes Multiple Third-Party Vulnerabilities - Security Advisory | Tenable®

Oracle Critical Patch Update Advisory - October 2020

git.openssl.org Git - openssl.git‘commitdiff

support.f5.com/csp/article/K94041354
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Security Bulletin - Policy Auditor update fixes multiple vulnerabilities in third-party libraries (CVE-2016-0718, CVE-2016-4472, CVE-2016-5300
git.openssl.org Git - openssl.git/commitdiff

support.f5.com/csp/article/K94041354

[R1] Nessus Network Monitor 5.11.0 Fixes Multiple Third-party Vulnerabilities - Security Advisory | Tenable®
[SECURITY] Fedora 29 Update: compat-openssl10-1.0.20-7.fc29 - package-announce - Fedora Mailing-Lists
www.openssl.org/news/secadv/20190730.txt

git.openssl.org Git - openssl.git‘commitdiff

git.openssl.org Git - openssl.git/commitdiff

VU#429301 - Veritas Backup Exec is vulnerable to privilege escalation due to OPENSSLDIR location
cert-portal.siemens.com/productcert/pdf/ssa-412672.pdf

[SECURITY] Fedora 31 Update: compat-openssl|10-1.0.20-8.fc31 - package-announce - Fedora Mailing-Lists
git.openssl.org Git - openssl.git‘commitdiff

Oracle Critical Patch Update - October 2019

Oracle Critical Patch Update Advisory - January 2020

Oracle Critical Patch Update Advisory - April 2020

CVE-2019-1552 OpenSSL Vulnerability in NetApp Products | NetApp Product Security
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Vendor Comments And Credit

Discovery Credit
LEGACY: Rich Mirch

Legacy QID Mappings

296078 Oracle Solaris 11.4 Support Repository Update (SRU) 16.4.0 Missing (CPUOCT2019)

591280 Siemens SCALANCE X-200RNA Switch Devices Denial of Service (DoS) Multiple Vulnerabilities (ICSA-22-349-21, SSA-
412672)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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site. This site includes MITRE data granted under the following license.


https://kc.mcafee.com/corporate/index?page=content&id=SB10365
https://git.openssl.org/gitweb/?p=openssl.git;a=commitdiff;h=b15a19c148384e73338aa7c5b12652138e35ed28
https://support.f5.com/csp/article/K94041354
https://www.tenable.com/security/tns-2019-08
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/Y3IVFGSERAZLNJCK35TEM2R4726XIH3Z/
https://www.openssl.org/news/secadv/20190730.txt
https://git.openssl.org/gitweb/?p=openssl.git;a=commitdiff;h=e32bc855a81a2d48d215c506bdeb4f598045f7e9
https://git.openssl.org/gitweb/?p=openssl.git;a=commitdiff;h=d333ebaf9c77332754a9d5e111e2f53e1de54fdd
https://www.kb.cert.org/vuls/id/429301
https://cert-portal.siemens.com/productcert/pdf/ssa-412672.pdf
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/EWC42UXL5GHTU5G77VKBF6JYUUNGSHOM/
https://git.openssl.org/gitweb/?p=openssl.git%253Ba=commitdiff%253Bh=54aa9d51b09d67e90db443f682cface795f5af9e
https://www.oracle.com/technetwork/security-advisory/cpuoct2019-5072832.html
https://www.oracle.com/security-alerts/cpujan2020.html
https://www.oracle.com/security-alerts/cpuapr2020.html
https://security.netapp.com/advisory/ntap-20190823-0006/
https://git.openssl.org/gitweb/?p=openssl.git%253Ba=commitdiff%253Bh=b15a19c148384e73338aa7c5b12652138e35ed28
https://git.openssl.org/gitweb/?p=openssl.git%253Ba=commitdiff%253Bh=e32bc855a81a2d48d215c506bdeb4f598045f7e9
https://www.cve.org/CVERecord?id=CVE-2019-1552
https://nvd.nist.gov/vuln/detail/CVE-2019-1552
http://cve.report/qid/296078
http://cve.report/qid/591280
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt

CVE.report and Source URL Uptime Status status.cve.report


https://status.cve.report

	CVE-2019-1552
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Vendor Comments And Credit
	Discovery Credit

	Legacy QID Mappings


