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Summary

CVE CVE-2019-15531

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-23 17:15:00 UTC

Updated 2023-11-07 03:05:00 UTC

Description GNU Libextractor through 1.9 has a heap-based buffer over-read in the function EXTRACTOR_dvi_extract_method in plugins/dvi_extractor.c.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Application Gnu Libextractor All All All All

References

Reference Source

[SECURITY] [DLA 2851-1] libextractor security update MLIST

[SECURITY] Fedora 30 Update: libextractor-1.9-5.fc30 - package-announce - Fedora Mailing-Lists FEDORA

[SECURITY] Fedora 31 Update: libextractor-1.9-5.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] [DLA 1904-1] libextractor security update MLIST

[SECURITY] Fedora 29 Update: libextractor-1.9-5.fc29 - package-announce - Fedora Mailing-Lists FEDORA

[SECURITY] Fedora 31 Update: libextractor-1.9-5.fc31 - package-announce - Fedora Mailing-Lists FEDORA

0005846: A heap-buffer-overflow vulneribility in function EXTRACTOR_dvi_extract_method in dvi_extractor.c - GNUnet Bug Tracker MISC

[SECURITY] Fedora 29 Update: libextractor-1.9-5.fc29 - package-announce - Fedora Mailing-Lists
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[SECURITY] Fedora 30 Update: libextractor-1.9-5.fc30 - package-announce - Fedora Mailing-Lists

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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