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Summary

CVE CVE-2019-15653

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-19 18:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description Comba AP2600-I devices through A02,0202N00PD2 are prone to password disclosure via an insecure authentication mechanism. The HTML source code of the login page contains values that allow obtaining the username and password. The username are password values are a double md5 of the plaintext real value, i.e., md5(md5(value)).

Risk And Classification

Problem Types: CWE-327 | CWE-311 | CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Comba Ap2600-i - A02 - 0202n00pd2 - All All All

Hardware Comba Ap2600-i - A02 - 0202n00pd2 - All All All

Operating System Comba Ap2600-i - A02 - 0202n00pd2 Firmware All All All All

Operating System Comba Ap2600-i - A02 - 0202n00pd2 Firmware All All All All

References

Reference Source Link Tags

Comba Telecom - In The News MISC www.comba-telecom.com Vendor Advisory

www.trustwave.com/en-us/resources/security-resources/security-advisories MISC www.trustwave.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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