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An improper input validation in FortiAP-S/W2 6.2.0 to 6.2.2, 6.0.5 and below, FortiAP-U 6.0.1 and below CLI admin console

Risk And Classification

1|

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor

Fortinet

Fortinet

Fortinet

Fortinet

Fortinet

Fortinet

Fortinet

Fortinet

Fortinet

Fortinet

Fortinet

Product
Fortiap-s
Fortiap-s
Fortiap-s
Fortiap-s
Fortiap-u
Fortiap-u
Fortiap-u
Fortiap-w2
Fortiap-w2
Fortiap-w2

Fortiap-w2

Version

All

All

All

All

Update
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All

All

References

Reference

CVE Program record

NVD vulnerability detail

FortiAP system files overwrite via the tcpdump CLI command | FortiGuard

Source

MISC

CVE.ORG

NVD

Link

fortiguard.com

Www.cve.org

nvd.nist.gov

Tags
Vendor Advisory
canonical

canonical, analysis



https://cve.report/
https://cve.report/CVE-2019-15709/mitre
https://cve.report/CVE-2019-15709/nist
https://cve.report/CVE-2019-15709/cve_org
https://cve.report/CVE-2019-15709.pdf
http://cve.report/vendor/fortinet
http://cve.report/software/fortinet/fortiap-s
http://cve.report/vendor/fortinet
http://cve.report/software/fortinet/fortiap-s
http://cve.report/vendor/fortinet
http://cve.report/software/fortinet/fortiap-s
http://cve.report/vendor/fortinet
http://cve.report/software/fortinet/fortiap-s
http://cve.report/vendor/fortinet
http://cve.report/software/fortinet/fortiap-u
http://cve.report/vendor/fortinet
http://cve.report/software/fortinet/fortiap-u
http://cve.report/vendor/fortinet
http://cve.report/software/fortinet/fortiap-u
http://cve.report/vendor/fortinet
http://cve.report/software/fortinet/fortiap-w2
http://cve.report/vendor/fortinet
http://cve.report/software/fortinet/fortiap-w2
http://cve.report/vendor/fortinet
http://cve.report/software/fortinet/fortiap-w2
http://cve.report/vendor/fortinet
http://cve.report/software/fortinet/fortiap-w2
https://fortiguard.com/psirt/FG-IR-19-298
https://www.cve.org/CVERecord?id=CVE-2019-15709
https://nvd.nist.gov/vuln/detail/CVE-2019-15709

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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