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Summary

CVE CVE-2019-15715

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-09 20:15:00 UTC

Updated 2023-01-20 16:34:00 UTC

Description MantisBT before 1.3.20 and 2.22.1 allows Post Authentication Command Injection, leading to Remote Code Execution.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mantisbt Mantisbt All All All All

Application Mantisbt Mantisbt All All All All

References

Reference Source Link

Prevent arbitrary shell command execution · mantisbt/mantisbt@fc7668c · GitHub CONFIRM github.com

Prevent arbitrary shell command execution · mantisbt/mantisbt@7092573 · GitHub CONFIRM github.com

Mantis Bug Tracker 2.3.0 Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com

0026162: CVE-2019-15715: Command Execution / Injection Vulnerability - MantisBT CONFIRM mantisbt.org

Escape GraphViz command before calling proc_open() · mantisbt/mantisbt@5fb9796 · GitHub CONFIRM github.com

0026091: CVE-2019-15715: [Admin Required - Post Authentication] Command Execution / Injection Vulnerability - MantisBT CONFIRM mantisbt.org

Change Log - MantisBT MISC mantisbt.org

Escape GraphViz command before calling proc_open() · mantisbt/mantisbt@cebfb9a · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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