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Summary

CVE CVE-2019-1573

State PUBLIC

Assigner psirt@paloaltonetworks.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-09 22:29:00 UTC

Updated 2021-09-14 12:14:00 UTC

Description GlobalProtect Agent 4.1.0 for Windows and GlobalProtect Agent 4.1.10 and earlier for macOS may allow a local authenticated attacker who has compromised the end-user account and gained the ability to inspect memory, to access authentication and/or session tokens and replay them to spoof the VPN session and gain access as the user.

Risk And Classification

Problem Types: CWE-311

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Paloaltonetworks Globalprotect All All All All

Application Paloaltonetworks Globalprotect All All All All

References

Reference Source Link

Broadcom Inc. | Connecting Everything CONFIRM www.broadcom.com

VU#192371 - VPN applications insecurely store session cookies CERT-VN www.kb.cert.org

CVE-2019-1573 Information Disclosure in GlobalProtect Agent MISC security.paloaltonetworks.com

Security Advisory CONFIRM psirt.global.sonicwall.com

Palo Alto Networks Global Protect Client CVE-2019-1573 Local Information Disclosure Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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