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Summary

CVE CVE-2019-15848

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-05 20:15:00 UTC

Updated 2019-09-18 14:15:00 UTC

Description JetBrains TeamCity 2019.1 and 2019.1.1 allows cross-site scripting (XSS), potentially making it possible to send an arbitrary HTTP request to a TeamCity server under the name of the currently logged-in user.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jetbrains Teamcity 2019.1 - All All

Application Jetbrains Teamcity 2019.1.1 All All All

Application Jetbrains Teamcity 2019.1 - All All

Application Jetbrains Teamcity 2019.1.1 All All All

References

Reference

Jetbrains TeamCity Reflected XSS | September 2019

Jonathan Leitschuh #BlackLivesMatter na Twitterze: "CVE-2019-15848: @teamcity (a tool similar to Jenkins) versions 2019.1 & 2019.1.1 are vulnerable to #XSS, allowing attackers to achieve #RCE. 

Full POC for CVE-2019-15848 · GitHub

Important Security Notice: XSS vulnerability allowing RCE | The TeamCity Blog

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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