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A vulnerability in the controller authorization functionality of Cisco Nexus 9000 Series ACI Mode Switch Software could allo
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Risk And Classification

Problem Types: CWE-16

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Hardware

Vendor Product Version Update Edition Language
Cisco Application Policy Infrastructure Controller Software All All All All
Cisco Application Policy Infrastructure Controller Software All All All All
Cisco Nexus 92160yc-x - All All All
Cisco Nexus 92160yc-x - All All All
Cisco Nexus 92304qc - All All All
Cisco Nexus 92304qc - All All All
Cisco Nexus 9236¢ - All All All
Cisco Nexus 9236¢ - All All All
Cisco Nexus 9272q - All All All
Cisco Nexus 9272q - All All All
Cisco Nexus 93108tc-ex - All All All
Cisco Nexus 93108tc-ex - All All All
Cisco Nexus 93120tx - All All All
Cisco Nexus 93120tx - All All All
Cisco Nexus 93128tx - All All All
Cisco Nexus 93128tx - All All All

Cisco Nexus 93180yc-ex - All All All
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Hardware Cisco Nexus 93180yc-ex - All All All
Hardware Cisco Nexus 9332pq - All All All
Hardware Cisco Nexus 9332pq - All All All
Hardware Cisco Nexus 9336pg Aci Spine - All All All
Hardware Cisco Nexus 9336pq Aci Spine - All All All
Hardware Cisco Nexus 9372px - All All All
Hardware Cisco Nexus 9372px - All All All
Hardware Cisco Nexus 9372tx - All All All
Hardware Cisco Nexus 9372tx - All All All
Hardware Cisco Nexus 9396px - All All All
Hardware Cisco Nexus 9396px - All All All
Hardware Cisco Nexus 9396tx - All All All
Hardware Cisco Nexus 9396tx - All All All
Hardware Cisco Nexus 9500 - All All All
Hardware Cisco Nexus 9500 - All All All
Hardware Cisco Nexus 9504 - All All All
Hardware Cisco Nexus 9504 - All All All
Hardware Cisco Nexus 9508 - All All All
Hardware Cisco Nexus 9508 - All All All
Hardware Cisco Nexus 9516 - All All All
Hardware Cisco Nexus 9516 - All All All
Operating System  Cisco Nx-os 8.3(0)sk(0.39) All All All
Operating System  Cisco Nx-0s 8.3\(0)sk\(0.39\) Al All All
Operating System  Cisco Nx-os 8.3\(0\)sk\(0.39\) Al All All
Reference Source Link
Cisco Nexus 9000 Series ACI Mode Switches CVE-2019-1585 Remote Privilege Escalation Vulnerability BID WWW.Secu
Cisco Nexus 9000 Series Fabric Switches Application-Centric Infrastructure Mode Privilege Escalation Vulnerability ~CISCO tools.cisco
CVE Program record CVE.ORG www.cve.c
NVD vulnerability detail NVD nvd.nist.gc
A

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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