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CVE CVE-2019-15890

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-06 17:15:00 UTC

Updated 2019-09-20 11:15:00 UTC

Description libslirp 4.0.0, as used in QEMU 4.1.0, has a use-after-free in ip_reass in ip_input.c.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Libslirp Project Libslirp 4.0.0 - All All
Application Libslirp Project Libslirp 4.0.0 - All All
Application Qemu Qemu 4.1.0 All All All
Application Qemu Qemu 41.0 All All All

References |
Reference Source Link Tags
[SECURITY] [DLA 1927-1] gemu security update MLIST lists.debian.org
[security-announce] openSUSE-SU-2019:2510-1: important: Security update SUSE lists.opensuse.org
Bugtraq: [SECURITY] [DSA 4616-1] gemu security update BUGTRAQ seclists.org
Red Hat Customer Portal REDHAT access.redhat.com
oss-security - CVE-2019-15890 QEMU: Slirp: use-after-free during packet reassembly CONFIRM  www.openwall.com Mailing List, Pe
Debian -- Security Information -- DSA-4616-1 gemu DEBIAN www.debian.org
USN-4191-1: QEMU vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com
ip_reass: Fix use after free (c5927943) - Commits - slirp / libslirp - GitLab MISC gitlab.freedesktop.org  Patch, Third P¢
USN-4191-2: QEMU vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com
CVE Program record CVE.ORG  www.cve.org canonical



https://cve.report/
https://cve.report/CVE-2019-15890/mitre
https://cve.report/CVE-2019-15890/nist
https://cve.report/CVE-2019-15890/cve_org
https://cve.report/CVE-2019-15890.pdf
http://cve.report/vendor/libslirp_project
http://cve.report/software/libslirp_project/libslirp
http://cve.report/vendor/libslirp_project
http://cve.report/software/libslirp_project/libslirp
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
https://lists.debian.org/debian-lts-announce/2019/09/msg00021.html
http://lists.opensuse.org/opensuse-security-announce/2019-11/msg00034.html
https://seclists.org/bugtraq/2020/Feb/0
https://access.redhat.com/errata/RHSA-2020:0775
http://www.openwall.com/lists/oss-security/2019/09/06/3
https://www.debian.org/security/2020/dsa-4616
https://usn.ubuntu.com/4191-1/
https://gitlab.freedesktop.org/slirp/libslirp/commit/c5927943
https://usn.ubuntu.com/4191-2/
https://www.cve.org/CVERecord?id=CVE-2019-15890

NV vunigeraviity uetai NV Hvu.instLyouv vdliiuincal, diidil

-l

4] B

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159669 Oracle Enterprise Linux Security Update for virt:ol and virt-devel:rhel (ELSA-2020-4676)
296075 Oracle Solaris 11.4 Support Repository Update (SRU) 21.69.0 Missing (CPUAPR2020)
377413 Alibaba Cloud Linux Security Update for virt:rhel and virt-devel:rhel (ALINUX3-SA-2022:0119)
750097 SUSE Enterprise Linux Security Update for gemu (SUSE-SU-2021:1837-1)

750120 SUSE Enterprise Linux Security Update for gemu (SUSE-SU-2021:1893-1)

750124 SUSE Enterprise Linux Security Update for gemu (SUSE-SU-2021:1894-1)

750129 SUSE Enterprise Linux Security Update for gemu (SUSE-SU-2021:1895-1)

750138 SUSE Enterprise Linux Security Update for gemu (SUSE-SU-2021:1918-1)

750149 SUSE Enterprise Linux Security Update for gemu (SUSE-SU-2021:1942-1)

750152 SUSE Enterprise Linux Security Update for gemu (SUSE-SU-2021:1947-1)

750771 OpenSUSE Security Update for gemu (openSUSE-SU-2021:1942-1)

750827 OpenSUSE Security Update for gemu (openSUSE-SU-2021:1043-1)

940165 AlmaLinux Security Update for virt:rhel and virt-devel:rhel (ALSA-2020:4676)

940555 AlmaLinux Security Update for container-tools:rhel8 (ALSA-2020:0348)

960273 Rocky Linux Security Update for virt:rhel and virt-devel:rhel (RLSA-2020:4676)

960729 Rocky Linux Security Update for container-tools:rhel8 (RLSA-2020:0348)
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