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Summary

CVE CVE-2019-15943

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-19 12:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description vphysics.dll in Counter-Strike: Global Offensive before 1.37.1.1 allows remote attackers to achieve code execution or denial of service by creating a gaming server and inviting a victim to this server, because a crafted map is mishandled during a memset call.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Valvesoftware Counter-strike _global_offensive All All All

Application Valvesoftware Counter-strike _global_offensive All All All

Application Valvesoftware Counter-strike _global_offensive All All All

References

Reference Source Link Tags

Counter-Strike: Global Offensive » Updates MISC blog.counter-strike.net Release Notes

CVEs/README.md at master · bi7s/CVEs · GitHub CONFIRM github.com Exploit, Third Party Advisory

Counter-Strike Global Offensive Code Execution / Denial Of Service ≈ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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