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Summary

CVE CVE-2019-16058

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-06 18:15:00 UTC

Updated 2019-09-12 15:15:00 UTC

Description An issue was discovered in the pam_p11 component 0.2.0 and 0.3.0 for OpenSC. If a smart card creates a signature with a length longer than 256 bytes, this triggers a buffer overflow. This may be the case for RSA keys with 4096 bits depending on the signature scheme.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opensc Project Opensc 0.2.0 All All All

Application Opensc Project Opensc 0.3.0 All All All

Application Opensc Project Opensc 0.2.0 All All All

Application Opensc Project Opensc 0.3.0 All All All

References

Reference Source Link

oss-security - pam_p11 0.3.1 released MLIST www.openwall.com

Use EVP_PKEY_size() to allocate correct size of signature buffer. (#18) · OpenSC/pam_p11@d150b60 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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