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Summary

CVE CVE-2019-16159

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-09 15:15:00 UTC

Updated 2023-11-07 03:05:00 UTC

Description BIRD Internet Routing Daemon 1.6.x through 1.6.7 and 2.x through 2.0.5 has a stack-based buffer overflow. The BGP daemon's support for RFC 8203 administrative shutdown communication messages included an incorrect logical expression when checking the validity of an input message. Sending a shutdown communication with a sufficient message length causes a four-byte overflow to occur while processing the message, where two of the overflow bytes are attacker-controlled and two are fixed.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 30 All All All

Application Nic Bird All All All All

Application Nic Bird All All All All

Application Opensuse Backports Sle 15.0 sp1 All All

References

Reference Source Link

Stack overflow in RFC 8203 BGP admin. shutdown comm. handling since 7ff34ca2 MISC trubka.network.cz

Debian -- Security Information -- DSA-4528-1 bird DEBIAN www.debian.org

BGP: Fix bugs in handling of shutdown messages (8388f5a7) · Commits · labs / BIRD Internet Routing Daemon · GitLab MISC gitlab.labs.nic.cz

[SECURITY] Fedora 30 Update: bird-2.0.6-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[security-announce] openSUSE-SU-2019:2180-1: moderate: Security update f SUSE lists.opensuse.org

[SECURITY] Fedora 30 Update: bird-2.0.6-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 29 Update: bird-1.6.8-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[security-announce] openSUSE-SU-2019:2178-1: moderate: Security update f SUSE lists.opensuse.org
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[SECURITY] Fedora 29 Update: bird-1.6.8-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

BGP: Fix bugs in handling of shutdown messages (1657c41c) · Commits · labs / BIRD Internet Routing Daemon · GitLab MISC gitlab.labs.nic.cz
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Bugtraq: [SECURITY] [DSA 4528-1] bird security update BUGTRAQ seclists.org

Stack overflow in RFC 8203 BGP admin. shutdown comm. handling since 7ff34ca2 MISC trubka.network.cz

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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