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CVE CVE-2019-1622
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-27 03:15:00 UTC
Updated 2020-10-06 19:47:00 UTC
Description A vulnerability in the web-based management interface of Cisco Data Center Network Manager (DCNM) could allow an une

/ |

1|

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Data Center Network Manager 11.0(1) All All All

Application Cisco Data Center Network Manager 11.0\(1)) All All All

Application Cisco Data Center Network Manager 11.0\(1)) All All All

Reference Source Link Te
Cisco Data Center Network Manager Information Disclosure Vulnerability CISCO tools.cisco.com Ve
Malformed Request BID www.securityfocus.com Tk
Cisco Data Center Network Manager Unauthenticated Remote Code Execution =~ Packet Storm  MISC packetstormsecurity.com Tt
Full Disclosure: Cisco Data Center Manager multiple vulns; RCE as root FULLDISC seclists.org M:
Cisco Data Center Network Manager 11.1(1) Remote Code Execution = Packet Storm MISC packetstormsecurity.com Tt
Bugtraq: Cisco Data Center Manager multiple vulns; RCE as root BUGTRAQ seclists.org M:
CVE Program record CVE.ORG www.cve.org ca
NVD vulnerability detail NVD nvd.nist.gov ca
a S

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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