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Summary

CVE CVE-2019-16273

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-06 20:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description DTEN D5 and D7 before 1.3.4 devices allow unauthenticated root shell access through Android Debug Bridge (adb), leading to arbitrary code execution and system administration. Also, this provides a covert ability to capture screen data from the Zoom Client on Windows by executing commands on the Android OS.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dten D5 - All All All

Hardware Dten D5 - All All All

Operating System Dten D5 Firmware All All All All

Operating System Dten D5 Firmware All All All All

Hardware Dten D7 - All All All

Hardware Dten D7 - All All All

Operating System Dten D7 Firmware All All All All

Operating System Dten D7 Firmware All All All All

References

Reference Source Link

Forescout Research Labs Discovers Multiple Vulnerabilities in DTEN Conferencing and Collaboration Systems - Forescout MISC www.forescout.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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