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State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-30 19:15:00 UTC

Updated 2023-11-07 03:05:00 UTC

Description Go before 1.12.10 and 1.13.x before 1.13.1 allow HTTP Request Smuggling.

Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 9.0 All All All
Operating System Fedoraproject Fedora 29 All All All
Operating System Fedoraproject Fedora 30 All All All
Operating System Fedoraproject Fedora 31 All All All
Application Golang Go All All All All
Application Golang Go All All All All
Application Netapp Cloud Insights Telegraf Agent - All All All
Operating System Opensuse Leap 15.0 All All All
Operating System Opensuse Leap 15.1 All All All
Application Redhat Developer Tools 1.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 8.0 All All All
Operating System Redhat Enterprise Linux Eus 8.1 All All All
Application Redhat Openshift Container Platform 4.2 All All All

References

Reference Source Link

IRCAIIDITVI Cadava DN | lndata: AaAalana 4 4N 4N 4 £ADN mAaaAlrAanA AnnmAlnAA CAadAava MaAallina | iAata CCMNNADA Lata fAAdAvAnvAiAAt Av,


https://cve.report/
https://cve.report/CVE-2019-16276/mitre
https://cve.report/CVE-2019-16276/nist
https://cve.report/CVE-2019-16276/cve_org
https://cve.report/CVE-2019-16276.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/golang
http://cve.report/software/golang/go
http://cve.report/vendor/golang
http://cve.report/software/golang/go
http://cve.report/vendor/netapp
http://cve.report/software/netapp/cloud_insights_telegraf_agent
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/redhat
http://cve.report/software/redhat/developer_tools
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform

[OELUUNIL T FeEuvid 9V upudle. yuidily-1.1£. 1U- 1100V - pathaye-dlinuuliive - reuvid vidiy-Lisis rcuvunA 1SS IBUVIdpIvjeUL.UIL

[SECURITY] [DLA 2591-1] golang-1.7 security update MLIST lists.debian.org
Google Groups MISC groups.google.com
Red Hat Customer Portal REDHAT  access.redhat.com
[SECURITY] Fedora 31 Update: golang-1.13.1-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.or¢
[SECURITY] [DLA 2592-1] golang-1.8 security update MLIST lists.debian.org
[SECURITY] Fedora 29 Update: golang-1.11.13-2.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.or¢
Google Groups groups.google.com
Red Hat Customer Portal REDHAT  access.redhat.com
[SECURITY] Fedora 31 Update: golang-1.13.1-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.or¢

net/http: invalid headers are normalized, allowing request smuggling - Issue #34540 - golang/go - GitHub  CONFIRM  github.com

[security-announce] openSUSE-SU-2019:2522-1: moderate: Security update f SUSE lists.opensuse.org
[security-announce] openSUSE-SU-2019:2521-1: moderate: Security update f SUSE lists.opensuse.org
Red Hat Customer Portal REDHAT  access.redhat.com
[SECURITY] Fedora 30 Update: golang-1.12.10-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 29 Update: golang-1.11.13-2.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.or¢
CVE-2019-16276 Golang Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377556 Alibaba Cloud Linux Security Update for go-toolset:rhel8 (ALINUX3-SA-2021:0069)

500974 Alpine Linux Security Update for go
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