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Summary

CVE CVE-2019-16284

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-05 21:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description A potential security vulnerability has been identified in multiple HP products and versions which involves possible execution of arbitrary code during boot services that can result in elevation of privilege. The EFI_BOOT_SERVICES structure might be overwritten by an attacker to execute arbitrary SMM (System Management Mode) code. A list of affected products and versions are available in https://support.hp.com/rs-en/document/c06456250.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp 260 G1 Dm - All All All

Hardware Hp 260 G1 Dm - All All All

Operating System Hp 260 G1 Dm Firmware All All All All

Operating System Hp 260 G1 Dm Firmware All All All All

Hardware Hp 280 Pro G1 - All All All

Hardware Hp 280 Pro G1 - All All All

Operating System Hp 280 Pro G1 Firmware All All All All

Operating System Hp 280 Pro G1 Firmware All All All All

Hardware Hp 285 G2 - All All All

Hardware Hp 285 G2 - All All All

Operating System Hp 285 G2 Firmware All All All All

Operating System Hp 285 G2 Firmware All All All All

Hardware Hp 340 G3 - All All All

Hardware Hp 340 G3 - All All All

Operating System Hp 340 G3 Firmware All All All All

Operating System Hp 340 G3 Firmware All All All All

Hardware Hp 340 G4 - All All All
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Hardware Hp 340 G4 - All All All

Hardware Hp 340 G4 - All All All

Operating System Hp 340 G4 Firmware All All All All

Operating System Hp 340 G4 Firmware All All All All

Hardware Hp 346 G3 - All All All

Hardware Hp 346 G3 - All All All

Operating System Hp 346 G3 Firmware All All All All

Operating System Hp 346 G3 Firmware All All All All

Hardware Hp 346 G4 - All All All

Hardware Hp 346 G4 - All All All

Operating System Hp 346 G4 Firmware All All All All

Operating System Hp 346 G4 Firmware All All All All

Hardware Hp 348 G3 - All All All

Hardware Hp 348 G3 - All All All

Operating System Hp 348 G3 Firmware All All All All

Operating System Hp 348 G3 Firmware All All All All

Hardware Hp 348 G4 - All All All

Hardware Hp 348 G4 - All All All

Operating System Hp 348 G4 Firmware All All All All

Operating System Hp 348 G4 Firmware All All All All

Hardware Hp Elitebook 1030 G1 - All All All

Hardware Hp Elitebook 1030 G1 - All All All

Operating System Hp Elitebook 1030 G1 Firmware All All All All

Operating System Hp Elitebook 1030 G1 Firmware All All All All

Hardware Hp Elitebook 1040 G2 - All All All

Hardware Hp Elitebook 1040 G2 - All All All

Operating System Hp Elitebook 1040 G2 Firmware All All All All

Operating System Hp Elitebook 1040 G2 Firmware All All All All

Hardware Hp Elitebook 720 G1 - All All All

Hardware Hp Elitebook 720 G1 - All All All

Operating System Hp Elitebook 720 G1 Firmware All All All All

Operating System Hp Elitebook 720 G1 Firmware All All All All

Hardware Hp Elitebook 720 G2 - All All All

Hardware Hp Elitebook 720 G2 - All All All

Operating System Hp Elitebook 720 G2 Firmware All All All All

Operating System Hp Elitebook 720 G2 Firmware All All All All
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Hardware Hp Elitebook 740 G1 - All All All

Hardware Hp Elitebook 740 G1 - All All All

Operating System Hp Elitebook 740 G1 Firmware All All All All

Operating System Hp Elitebook 740 G1 Firmware All All All All

Hardware Hp Elitebook 740 G2 - All All All

Hardware Hp Elitebook 740 G2 - All All All

Operating System Hp Elitebook 740 G2 Firmware All All All All

Operating System Hp Elitebook 740 G2 Firmware All All All All

Hardware Hp Elitebook 750 G1 - All All All

Hardware Hp Elitebook 750 G1 - All All All

Operating System Hp Elitebook 750 G1 Firmware All All All All

Operating System Hp Elitebook 750 G1 Firmware All All All All

Hardware Hp Elitebook 750 G2 - All All All

Hardware Hp Elitebook 750 G2 - All All All

Operating System Hp Elitebook 750 G2 Firmware All All All All

Operating System Hp Elitebook 750 G2 Firmware All All All All

Hardware Hp Elitebook 820 G1 - All All All

Hardware Hp Elitebook 820 G1 - All All All

Operating System Hp Elitebook 820 G1 Firmware All All All All

Operating System Hp Elitebook 820 G1 Firmware All All All All

Hardware Hp Elitebook 820 G2 - All All All

Hardware Hp Elitebook 820 G2 - All All All

Operating System Hp Elitebook 820 G2 Firmware All All All All

Operating System Hp Elitebook 820 G2 Firmware All All All All

Hardware Hp Elitebook 820 G3 - All All All

Hardware Hp Elitebook 820 G3 - All All All

Operating System Hp Elitebook 820 G3 Firmware All All All All

Operating System Hp Elitebook 820 G3 Firmware All All All All

Hardware Hp Elitebook 828 G3 - All All All

Hardware Hp Elitebook 828 G3 - All All All

Operating System Hp Elitebook 828 G3 Firmware All All All All

Operating System Hp Elitebook 828 G3 Firmware All All All All

Hardware Hp Elitebook 840 G1 - All All All

Hardware Hp Elitebook 840 G1 - All All All

Operating System Hp Elitebook 840 G1 Firmware All All All All

Operating System Hp Elitebook 840 G1 Firmware All All All All
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Operating System Hp Elitebook 840 G1 Firmware All All All All

Hardware Hp Elitebook 840 G2 - All All All

Hardware Hp Elitebook 840 G2 - All All All

Operating System Hp Elitebook 840 G2 Firmware All All All All

Operating System Hp Elitebook 840 G2 Firmware All All All All

Hardware Hp Elitebook 840 G3 - All All All

Hardware Hp Elitebook 840 G3 - All All All

Operating System Hp Elitebook 840 G3 Firmware All All All All

Operating System Hp Elitebook 840 G3 Firmware All All All All

Hardware Hp Elitebook 848 G3 - All All All

Hardware Hp Elitebook 848 G3 - All All All

Operating System Hp Elitebook 848 G3 Firmware All All All All

Operating System Hp Elitebook 848 G3 Firmware All All All All

Hardware Hp Elitebook 850 G1 - All All All

Hardware Hp Elitebook 850 G1 - All All All

Operating System Hp Elitebook 850 G1 Firmware All All All All

Operating System Hp Elitebook 850 G1 Firmware All All All All

Hardware Hp Elitebook 850 G2 - All All All

Hardware Hp Elitebook 850 G2 - All All All

Operating System Hp Elitebook 850 G2 Firmware All All All All

Operating System Hp Elitebook 850 G2 Firmware All All All All

Hardware Hp Elitebook 850 G3 - All All All

Hardware Hp Elitebook 850 G3 - All All All

Operating System Hp Elitebook 850 G3 Firmware All All All All

Operating System Hp Elitebook 850 G3 Firmware All All All All
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Operating System Hp Elitebook Folio 1040 G1 Firmware All All All All

Hardware Hp Elitebook Folio 1040 G3 - All All All

Hardware Hp Elitebook Folio 1040 G3 - All All All

Operating System Hp Elitebook Folio 1040 G3 Firmware All All All All

Operating System Hp Elitebook Folio 1040 G3 Firmware All All All All

Hardware Hp Elitebook Folio 9480m - All All All
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Operating System Hp Elitebook Folio 9480m Firmware All All All All

Operating System Hp Elitebook Folio 9480m Firmware All All All All

Hardware Hp Elitebook Folio G1 - All All All

Hardware Hp Elitebook Folio G1 - All All All

Operating System Hp Elitebook Folio G1 Firmware All All All All

Operating System Hp Elitebook Folio G1 Firmware All All All All

Hardware Hp Elitebook Revolve 810 G2 - All All All

Hardware Hp Elitebook Revolve 810 G2 - All All All

Operating System Hp Elitebook Revolve 810 G2 Firmware All All All All

Operating System Hp Elitebook Revolve 810 G2 Firmware All All All All
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Hardware Hp Elitebook Revolve 810 G3 - All All All

Operating System Hp Elitebook Revolve 810 G3 Firmware All All All All
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Hardware Hp Elitedesk 800 G2 Dm - All All All

Hardware Hp Elitedesk 800 G2 Dm - All All All

Operating System Hp Elitedesk 800 G2 Dm Firmware All All All All

Operating System Hp Elitedesk 800 G2 Dm Firmware All All All All

Hardware Hp Elitedesk 800 G2 Sff - All All All
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Operating System Hp Elitedesk 800 G2 Sff Firmware All All All All

Operating System Hp Elitedesk 800 G2 Sff Firmware All All All All

Hardware Hp Elitedesk 800 G2 Twr - All All All
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Operating System Hp Elitedesk 800 G2 Twr Firmware All All All All

Operating System Hp Elitedesk 800 G2 Twr Firmware All All All All

Hardware Hp Eliteone 800 G2 Aio - All All All

Hardware Hp Eliteone 800 G2 Aio - All All All
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