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Summary

CVE CVE-2019-16400

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-06 23:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description Samsung Galaxy S8 plus (Android version: 8.0.0, Build Number: R16NW.G955USQU5CRG3, Baseband Vendor: Qualcomm Snapdragon 835, Baseband: G955USQU5CRG3), Samsung Galaxy S3 (Android version: 4.3, Build Number: JSS15J.I9300XXUGND5, Baseband Vendor: Samsung Exynos 4412, Baseband: I9300XXUGNA8), and Samsung Galaxy Note 2 (Android version: 4.3, Build Number: JSS15J.I9300XUGND5, Baseband Vendor: Samsung Exynos 4412, Baseband: N7100DDUFND1) devices allow attackers to send AT commands over Bluetooth, resulting in several Denial of Service (DoS) attacks.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Samsung Galaxy Note 2 - All All All

Hardware Samsung Galaxy Note 2 - All All All

Operating System Samsung Galaxy Note 2 Firmware - All All All

Operating System Samsung Galaxy Note 2 Firmware - All All All

Hardware Samsung Galaxy S3 - All All All

Hardware Samsung Galaxy S3 - All All All

Operating System Samsung Galaxy S3 Firmware - All All All

Operating System Samsung Galaxy S3 Firmware - All All All

Hardware Samsung Galaxy S8 Plus - All All All

Hardware Samsung Galaxy S8 Plus - All All All

Operating System Samsung Galaxy S8 Plus Firmware - All All All

Operating System Samsung Galaxy S8 Plus Firmware - All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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