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Summary

CVE CVE-2019-16406

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-21 18:15:00 UTC

Updated 2020-03-06 20:15:00 UTC

Description Centreon Web 19.04.4 has weak permissions within the OVA (aka VMware virtual machine) and OVF (aka VirtualBox virtual machine) files, allowing attackers to gain privileges via a Trojan horse Centreon-autodisco executable file that is launched by cron.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Centreon Centreon Web 19.04.4 All All All

Application Centreon Centreon Web 19.04.4 All All All

References

Reference Source Link

Centreon Auto Discovery 18.10.8 — Centreon Auto Discovery 19.10 documentation CONFIRM documentation.centreon.com

enh(centcore): use centcore to reload centreon broker by kduret · Pull Request #8062 · centreon/centreon · GitHub MISC github.com

Page Not Found MISC thecybergeek.co.uk

This domain is for sale at Domaincollection.com MISC www.centreon.com

Centreon Auto Discovery 19.04.2 — Centreon Auto Discovery 19.10 documentation CONFIRM documentation.centreon.com

Centreon Web 18.10.12 — Centreon 19.10 documentation MISC documentation.centreon.com

Centreon Web 2.8.32 — Centreon 19.10 documentation MISC documentation.centreon.com

Centreon Web 19.04.18 — Centreon 19.10 documentation MISC documentation.centreon.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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