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Summary

CVE CVE-2019-16414

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-30 13:15:00 UTC

Updated 2019-10-04 14:43:00 UTC

Description A DOM based XSS in GFI Kerio Control v9.3.0 allows embedding of malicious code and manipulating the login page to send back a victim's cleartext credentials to an attacker via a login/?reason=failure&NTLM= URI.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gfi Kerio Control 9.3.0 All All All

Application Gfi Kerio Control 9.3.0 All All All

References

Reference

Full Disclosure: DOM based XSS (Login page) in "GFI Kerio Control" Firewalls v9.3.0 / CVE-2019-16414 - working exploit attached

GFI Kerio Control 9.3.0 Cross Site Scripting ≈ Packet Storm

YouTube

Haxel0rd on Twitter: "Dropping #0day for GFI "Kerio Control" Firewalls v9.3.0. Escalating simple DOM based XSS to an advanced attack on client authing. PoC: https://t.co/lK1UlX3gU5 #XSS #Hacking #itsec #Pentesting"

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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