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CVE-2019-1649

MITRE NVD CVE.ORG Print: PDF %5

CVE-2019-1649

PUBLIC

psirt@cisco.com

CVE Program / NVD first with legacy fallback
2019-05-13 19:29:00 UTC

2022-12-13 19:42:00 UTC

A vulnerability in the logic that handles access control to one of the hardware components in Cisco's proprietary Secure Bor
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Risk And Classification

Problem Types: CWE-667

NVD Known Affected Configurations (CPE 2.3)

Type
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Hardware
Hardware
Hardware
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Hardware

Vendor Product Version Update
Cisco 1120 Connected Grid Router - All
Cisco 1120 Connected Grid Router - All
Cisco 1240 Connected Grid Router - All
Cisco 1240 Connected Grid Router - All
Cisco 15454-m-wse-k9 - All
Cisco 15454-m-wse-k9 - All
Cisco 15454-m-wse-k9 Firmware All All
Cisco 15454-m-wse-k9 Firmware All All
Cisco 4221 Integrated Services Router - All
Cisco 4221 Integrated Services Router - All
Cisco 4321 Integrated Services Router - All
Cisco 4321 Integrated Services Router - All
Cisco 4331 Integrated Services Router - All
Cisco 4331 Integrated Services Router - All
Cisco 4351 Integrated Services Router - All
Cisco 4351 Integrated Services Router - All

Cisco 4431 Integrated Services Router - All


https://cve.report/
https://cve.report/CVE-2019-1649/mitre
https://cve.report/CVE-2019-1649/nist
https://cve.report/CVE-2019-1649/cve_org
https://cve.report/CVE-2019-1649.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1120_connected_grid_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1120_connected_grid_router
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http://cve.report/vendor/cisco
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http://cve.report/vendor/cisco
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http://cve.report/vendor/cisco
http://cve.report/software/cisco/15454-m-wse-k9_firmware
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http://cve.report/vendor/cisco
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4431 Integrated Services Router

44461 Integrated Services Router

44461 Integrated Services Router

4451-x Integrated Services Router

4451-x Integrated Services Router

809 Industrial Integrated Services Routers
809 Industrial Integrated Services Routers
829 Industrial Integrated Services Routers
829 Industrial Integrated Services Routers
A900-rsp2a-128

A900-rsp2a-128

A900-rsp2a-64

A900-rsp2a-64

A900-rsp3c-200

A900-rsp3c-200

A900-rsp3c-400/w

A900-rsp3c-400/w

A900-rsp3c-400/w

A99-16x100ge-x-se

A99-16x100ge-x-se

A99-32x100ge-cm

A99-32x100ge-cm

A99-32x100ge-tr

A99-32x100ge-tr

A99-rp3-se

A99-rp3-se

A99-rp3-tr

A99-rp3-tr

A9k-16x100ge-cm

A9k-16x100ge-cm

A9k-16x100ge-tr

A9k-16x100ge-tr
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A9K-rsp5-tr
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A9k-rsp5-tr

Analog Voice Network Interface Modules Firmware

Analog Voice Network Interface Modules Firmware

Asa 5500 Firmware
Asa 5500 Firmware
Asa 5506-x

Asa 5506-x

Asa 5506h-x

Asa 5506h-x

Asa 5506w-x

Asa 5506w-x

Asa 5508-x

Asa 5508-x

Asa 5516-x

Asa 5516-x
Asr-920-10sz-pd
Asr-920-10sz-pd
Asr-920-12cz-a
Asr-920-12cz-a
Asr-920-12cz-d
Asr-920-12cz-d
Asr-920-12sz-a
Asr-920-12sz-a
Asr-920-12sz-d
Asr-920-12sz-d
Asr-920-12sz-im-cc
Asr-920-12sz-im-cc
Asr-920-24sz-m
Asr-920-24sz-m
Asr-920-24tz-im
Asr-920-24tz-im
Asr-920-24tz-m
Asr-920-24tz-m
Asr-920-4sz-a

Asr-920-4sz-a

All

All
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Asr-920-4sz-d
Asr1000-2t 20x1ge
Asr1000-2t 20x1ge
Asr1000-2t 20x1ge
Asr1000-6tge
Asr1000-6tge
Asr1000-esp200
Asr1000-esp200
Asr1000-mip100
Asr1000-mip100
Asr1000-rp3
Asr1000-rp3

Asr 1000-esp100
Asr 1000-esp100
Asr 1000 Series

Asr 1000 Series

Asr 1000 Series Firmware

Asr 1000 Series Firmware

Asr 1001-hx

Asr 1001-hx

Asr 1001-x

Asr 1001-x

Asr 1001 Firmware
Asr 1001 Firmware
Asr 1002-hx

Asr 1002-hx
C6800-16p10g-xI
C6800-16p10g-xI
C6800-32p10g-xI
C6800-32p10g-xI
C6800-8p10g-xl
C6800-8p10g-xl
C6800-8p40g-xl
C6800-8p40g-xl

C6800-supbt-xI

All
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