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PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2019-09-21 02:15:00 UTC

2020-08-24 17:37:00 UTC

On Supermicro H11, H12, M11, X9, X10, and X11 products, a combination of encryption and authentication problems in the

Risk And Classification

1|

Problem Types: CWE-287 | CWE-326 | CWE-522
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Operating System Supermicro X9sre/i Series Firmware 3.3 All All All

Operating System Supermicro X9sre/i Series Firmware 3.3 All All All

Hardware Supermicro X9srg-f - All All All

Hardware Supermicro X9srg-f - All All All

Operating System Supermicro X9srg-f Firmware 3.3 All All All

Operating System Supermicro X9srg-f Firmware 3.3 All All All

Hardware Supermicro X9srh-7tf - All All All

Operating System Supermicro X9srh-7tf Firmware 3.3 All All All

Hardware Supermicro X9srh-7tf - All All All

Hardware Supermicro X9srh-7tf - All All All

Operating System Supermicro X9srh-7tf Firmware 3.3 All All All

Operating System Supermicro X9srh-7tf Firmware 3.3 All All All

Hardware Supermicro X9srl-f - All All All

Operating System Supermicro X9srl-f Firmware 3.3 All All All

Hardware Supermicro X9srl-f - All All All

Hardware Supermicro X9srl-f - All All All

Operating System Supermicro X9srl-f Firmware 3.3 All All All

Operating System Supermicro X9srl-f Firmware 3.3 All All All

Hardware Supermicro X9srw-f - All All All

Hardware Supermicro X9srw-f - All All All

Operating System Supermicro X9srw-f Firmware 3.3 All All All

Operating System Supermicro X9srw-f Firmware 3.3 All All All

Reference Source Link Tags

GitHub - eclypsium/USBAnywhere MISC github.com Third Party Advisory
BMC/IPMI Security Vulnerability | Supermicro MISC www.supermicro.com  Vendor Advisory
Virtual Media Vulnerability in BMC Opens Servers to Remote Attack - Eclypsium  MISC eclypsium.com Third Party Advisory
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
« o]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://eclypsium.com/2019/09/03/usbanywhere-bmc-vulnerability-opens-servers-to-remote-attack/
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https://nvd.nist.gov/vuln/detail/CVE-2019-16649
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