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Summary

CVE CVE-2019-16650

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-21 02:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description On Supermicro X10 and X11 products, a client's access privileges may be transferred to a different client that later has the same socket file descriptor number. In opportunistic circumstances, an attacker can simply connect to the virtual media service, and then connect virtual USB devices to the server managed by the BMC.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Supermicro A1sa2-2750f - All All All

Hardware Supermicro A1sa2-2750f - All All All

Operating System Supermicro A1sa2-2750f Firmware 3.83 All All All

Operating System Supermicro A1sa2-2750f Firmware 3.83 All All All

Hardware Supermicro A1sai-2550f - All All All

Hardware Supermicro A1sai-2550f - All All All

Operating System Supermicro A1sai-2550f Firmware 3.83 All All All

Operating System Supermicro A1sai-2550f Firmware 3.83 All All All

Hardware Supermicro A1sai-2750f - All All All

Hardware Supermicro A1sai-2750f - All All All

Operating System Supermicro A1sai-2750f Firmware 3.83 All All All

Operating System Supermicro A1sai-2750f Firmware 3.83 All All All

Hardware Supermicro A1sam-2550f - All All All

Hardware Supermicro A1sam-2550f - All All All

Operating System Supermicro A1sam-2550f Firmware 3.83 All All All

Operating System Supermicro A1sam-2550f Firmware 3.83 All All All

Hardware Supermicro A1sam-2750f - All All All
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Hardware Supermicro A1sam-2750f - All All All

Hardware Supermicro A1sam-2750f - All All All

Operating System Supermicro A1sam-2750f Firmware 3.83 All All All

Operating System Supermicro A1sam-2750f Firmware 3.83 All All All

Hardware Supermicro A1sri-2358f - All All All

Hardware Supermicro A1sri-2358f - All All All

Operating System Supermicro A1sri-2358f Firmware 3.83 All All All

Operating System Supermicro A1sri-2358f Firmware 3.83 All All All

Hardware Supermicro A1sri-2558f - All All All

Hardware Supermicro A1sri-2558f - All All All

Operating System Supermicro A1sri-2558f Firmware 3.83 All All All

Operating System Supermicro A1sri-2558f Firmware 3.83 All All All

Hardware Supermicro A1sri-2758f - All All All

Hardware Supermicro A1sri-2758f - All All All

Operating System Supermicro A1sri-2758f Firmware 3.83 All All All

Operating System Supermicro A1sri-2758f Firmware 3.83 All All All

Hardware Supermicro A1srm-2558f - All All All

Hardware Supermicro A1srm-2558f - All All All

Operating System Supermicro A1srm-2558f Firmware 3.83 All All All

Operating System Supermicro A1srm-2558f Firmware 3.83 All All All

Hardware Supermicro A1srm-2758f - All All All

Hardware Supermicro A1srm-2758f - All All All

Operating System Supermicro A1srm-2758f Firmware 3.83 All All All

Operating System Supermicro A1srm-2758f Firmware 3.83 All All All

Hardware Supermicro A1srm-ln5f-2358 - All All All

Hardware Supermicro A1srm-ln5f-2358 - All All All

Operating System Supermicro A1srm-ln5f-2358 Firmware 3.83 All All All

Operating System Supermicro A1srm-ln5f-2358 Firmware 3.83 All All All

Hardware Supermicro A1srm-ln7f-2358 - All All All

Hardware Supermicro A1srm-ln7f-2358 - All All All

Operating System Supermicro A1srm-ln7f-2358 Firmware 3.83 All All All

Operating System Supermicro A1srm-ln7f-2358 Firmware 3.83 All All All

Hardware Supermicro A1srm-ln7f-2758 - All All All

Hardware Supermicro A1srm-ln7f-2758 - All All All

Operating System Supermicro A1srm-ln7f-2758 Firmware 3.83 All All All

Operating System Supermicro A1srm-ln7f-2758 Firmware 3.83 All All All
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Hardware Supermicro B10drc - All All All

Hardware Supermicro B10drc - All All All

Hardware Supermicro B10drc-n - All All All

Hardware Supermicro B10drc-n - All All All

Operating System Supermicro B10drc-n Firmware 3.68 All All All

Operating System Supermicro B10drc-n Firmware 3.68 All All All

Operating System Supermicro B10drc Firmware 3.68 All All All

Operating System Supermicro B10drc Firmware 3.68 All All All

Hardware Supermicro B10drg-ibf - All All All
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Operating System Supermicro B10drt-ibf2 Firmware 3.68 All All All

Operating System Supermicro B10drt-ibf Firmware 3.68 All All All

Operating System Supermicro B10drt-ibf Firmware 3.68 All All All

Hardware Supermicro B10drt-tp - All All All
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Hardware Supermicro B11dpe - All All All

Hardware Supermicro B11dpe - All All All

Operating System Supermicro B11dpe Firmware 3.68 All All All

Operating System Supermicro B11dpe Firmware 3.68 All All All
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Operating System Supermicro B1sd1-tf Firmware 3.68 All All All

Hardware Supermicro B1sd2-16c-tf - All All All

Hardware Supermicro B1sd2-16c-tf - All All All

Operating System Supermicro B1sd2-16c-tf Firmware 3.68 All All All
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Hardware Supermicro X10drh-ct - All All All

Operating System Supermicro X10drh-ct Firmware 3.83 All All All

Operating System Supermicro X10drh-ct Firmware 3.83 All All All

Operating System Supermicro X10drh-c Firmware 3.83 All All All

Operating System Supermicro X10drh-c Firmware 3.83 All All All

Hardware Supermicro X10drh-i - All All All

Hardware Supermicro X10drh-i - All All All

Hardware Supermicro X10drh-iln4 - All All All

Hardware Supermicro X10drh-iln4 - All All All

Operating System Supermicro X10drh-iln4 Firmware 3.83 All All All

Operating System Supermicro X10drh-iln4 Firmware 3.83 All All All

Hardware Supermicro X10drh-it - All All All

Hardware Supermicro X10drh-it - All All All

Operating System Supermicro X10drh-it Firmware 3.83 All All All

Operating System Supermicro X10drh-it Firmware 3.83 All All All

Operating System Supermicro X10drh-i Firmware 3.83 All All All

Operating System Supermicro X10drh-i Firmware 3.83 All All All

Hardware Supermicro X10dri - All All All

Hardware Supermicro X10dri - All All All

Hardware Supermicro X10dri-ln4 - All All All

Operating System Supermicro X10dri-ln4 Firmware 3.83 All All All

Hardware Supermicro X10dri-ln4 - All All All

Hardware Supermicro X10dri-ln4 - All All All

Operating System Supermicro X10dri-ln4 Firmware 3.83 All All All

Operating System Supermicro X10dri-ln4 Firmware 3.83 All All All

Hardware Supermicro X10dri-t - All All All

Hardware Supermicro X10dri-t - All All All

Hardware Supermicro X10dri-t4 - All All All

Operating System Supermicro X10dri-t4 Firmware 3.83 All All All

Hardware Supermicro X10dri-t4 - All All All

Hardware Supermicro X10dri-t4 - All All All

Operating System Supermicro X10dri-t4 Firmware 3.83 All All All

Operating System Supermicro X10dri-t4 Firmware 3.83 All All All

Operating System Supermicro X10dri-t Firmware 3.83 All All All

Operating System Supermicro X10dri-t Firmware 3.83 All All All

Operating System Supermicro X10dri Firmware 3.83 All All All
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Operating System Supermicro X10dri Firmware 3.83 All All All

Hardware Supermicro X10drl-c - All All All

Hardware Supermicro X10drl-c - All All All

Hardware Supermicro X10drl-ct - All All All

Hardware Supermicro X10drl-ct - All All All

Operating System Supermicro X10drl-ct Firmware 3.83 All All All

Operating System Supermicro X10drl-ct Firmware 3.83 All All All

Operating System Supermicro X10drl-c Firmware 3.83 All All All

Operating System Supermicro X10drl-c Firmware 3.83 All All All

Hardware Supermicro X10drl-i - All All All

Hardware Supermicro X10drl-i - All All All

Hardware Supermicro X10drl-it - All All All

Hardware Supermicro X10drl-it - All All All

Operating System Supermicro X10drl-it Firmware 3.83 All All All

Operating System Supermicro X10drl-it Firmware 3.83 All All All

Operating System Supermicro X10drl-i Firmware 3.83 All All All

Operating System Supermicro X10drl-i Firmware 3.83 All All All

Hardware Supermicro X10drl-ln4 - All All All

Hardware Supermicro X10drl-ln4 - All All All

Operating System Supermicro X10drl-ln4 Firmware 3.83 All All All

Operating System Supermicro X10drl-ln4 Firmware 3.83 All All All

Hardware Supermicro X10drs - All All All

Hardware Supermicro X10drs - All All All

Operating System Supermicro X10drs Firmware 3.83 All All All

Operating System Supermicro X10drs Firmware 3.83 All All All

Hardware Supermicro X10drt-b - All All All

Operating System Supermicro X10drt-b Firmware 3.83 All All All

Hardware Supermicro X10drt-b - All All All

Hardware Supermicro X10drt-b - All All All

Operating System Supermicro X10drt-b Firmware 3.83 All All All

Operating System Supermicro X10drt-b Firmware 3.83 All All All

Hardware Supermicro X10drt-h - All All All

Hardware Supermicro X10drt-h - All All All

Hardware Supermicro X10drt-hibf - All All All

Hardware Supermicro X10drt-hibf - All All All
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Operating System Supermicro X10drt-hibf Firmware 3.83 All All All

Operating System Supermicro X10drt-hibf Firmware 3.83 All All All

Operating System Supermicro X10drt-h Firmware 3.83 All All All

Operating System Supermicro X10drt-h Firmware 3.83 All All All

Hardware Supermicro X10drt-l - All All All

Hardware Supermicro X10drt-l - All All All

Hardware Supermicro X10drt-libf - All All All

Hardware Supermicro X10drt-libf - All All All

Operating System Supermicro X10drt-libf Firmware 3.83 All All All

Operating System Supermicro X10drt-libf Firmware 3.83 All All All

Hardware Supermicro X10drt-libq - All All All

Hardware Supermicro X10drt-libq - All All All

Operating System Supermicro X10drt-libq Firmware 3.83 All All All

Operating System Supermicro X10drt-libq Firmware 3.83 All All All

Operating System Supermicro X10drt-l Firmware 3.83 All All All

Operating System Supermicro X10drt-l Firmware 3.83 All All All

Hardware Supermicro X10drt-p - All All All

Hardware Supermicro X10drt-p - All All All

Hardware Supermicro X10drt-pibf - All All All

Hardware Supermicro X10drt-pibf - All All All

Operating System Supermicro X10drt-pibf Firmware 3.83 All All All

Operating System Supermicro X10drt-pibf Firmware 3.83 All All All

Hardware Supermicro X10drt-pibq - All All All

Hardware Supermicro X10drt-pibq - All All All

Operating System Supermicro X10drt-pibq Firmware 3.83 All All All

Operating System Supermicro X10drt-pibq Firmware 3.83 All All All

Hardware Supermicro X10drt-ps - All All All

Hardware Supermicro X10drt-ps - All All All

Operating System Supermicro X10drt-ps Firmware 3.83 All All All

Operating System Supermicro X10drt-ps Firmware 3.83 All All All

Hardware Supermicro X10drt-pt - All All All

Hardware Supermicro X10drt-pt - All All All

Operating System Supermicro X10drt-pt Firmware 3.83 All All All

Operating System Supermicro X10drt-pt Firmware 3.83 All All All

Operating System Supermicro X10drt-p Firmware 3.83 All All All

Operating System Supermicro X10drt-p Firmware 3.83 All All All
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Operating System Supermicro X10drt-p Firmware 3.83 All All All

Hardware Supermicro X10dru-i - All All All

Operating System Supermicro X10dru-i Firmware 3.83 All All All

Hardware Supermicro X10dru-i - All All All

Hardware Supermicro X10dru-i - All All All

Operating System Supermicro X10dru-i Firmware 3.83 All All All

Operating System Supermicro X10dru-i Firmware 3.83 All All All

Hardware Supermicro X10dru-x - All All All

Hardware Supermicro X10dru-x - All All All

Hardware Supermicro X10dru-xll - All All All

Hardware Supermicro X10dru-xll - All All All

Operating System Supermicro X10dru-xll Firmware 3.83 All All All

Operating System Supermicro X10dru-xll Firmware 3.83 All All All

Operating System Supermicro X10dru-x Firmware 3.83 All All All

Operating System Supermicro X10dru-x Firmware 3.83 All All All

Hardware Supermicro X10drw-e - All All All

Hardware Supermicro X10drw-e - All All All

Hardware Supermicro X10drw-et - All All All

Hardware Supermicro X10drw-et - All All All

Operating System Supermicro X10drw-et Firmware 3.83 All All All

Operating System Supermicro X10drw-et Firmware 3.83 All All All

Operating System Supermicro X10drw-e Firmware 3.83 All All All

Operating System Supermicro X10drw-e Firmware 3.83 All All All

Hardware Supermicro X10drw-i - All All All

Hardware Supermicro X10drw-i - All All All

Hardware Supermicro X10drw-it - All All All

Hardware Supermicro X10drw-it - All All All

Operating System Supermicro X10drw-it Firmware 3.83 All All All

Operating System Supermicro X10drw-it Firmware 3.83 All All All

Operating System Supermicro X10drw-i Firmware 3.83 All All All

Operating System Supermicro X10drw-i Firmware 3.83 All All All

Hardware Supermicro X10drw-n - All All All

Hardware Supermicro X10drw-n - All All All

Hardware Supermicro X10drw-nt - All All All

Hardware Supermicro X10drw-nt - All All All

Operating System Supermicro X10drw-nt Firmware 3.83 All All All
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Operating System Supermicro X10drw-nt Firmware 3.83 All All All

Operating System Supermicro X10drw-n Firmware 3.83 All All All

Operating System Supermicro X10drw-n Firmware 3.83 All All All

Hardware Supermicro X10drx - All All All

Hardware Supermicro X10drx - All All All

Operating System Supermicro X10drx Firmware 3.83 All All All

Operating System Supermicro X10drx Firmware 3.83 All All All

Hardware Supermicro X10dsc - All All All

Operating System Supermicro X10dsc Firmware 3.83 All All All

Hardware Supermicro X10dsc - All All All

Hardware Supermicro X10dsc - All All All

Operating System Supermicro X10dsc Firmware 3.83 All All All

Operating System Supermicro X10dsc Firmware 3.83 All All All

Hardware Supermicro X10dsn-ts - All All All

Hardware Supermicro X10dsn-ts - All All All

Operating System Supermicro X10dsn-ts Firmware 3.83 All All All

Operating System Supermicro X10dsn-ts Firmware 3.83 All All All

Hardware Supermicro X10obi-cpu - All All All

Hardware Supermicro X10obi-cpu - All All All

Operating System Supermicro X10obi-cpu Firmware 3.83 All All All

Operating System Supermicro X10obi-cpu Firmware 3.83 All All All

Hardware Supermicro X10qbi - All All All

Hardware Supermicro X10qbi - All All All

Operating System Supermicro X10qbi Firmware 3.81 All All All

Operating System Supermicro X10qbi Firmware 3.81 All All All

Hardware Supermicro X10qbl - All All All

Hardware Supermicro X10qbl - All All All

Hardware Supermicro X10qbl-4 - All All All

Hardware Supermicro X10qbl-4 - All All All

Hardware Supermicro X10qbl-4ct - All All All

Hardware Supermicro X10qbl-4ct - All All All

Operating System Supermicro X10qbl-4ct Firmware 3.80 All All All
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Hardware Supermicro X10sdv-tln4f - All All All
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Operating System Supermicro X10sll -f Firmware 3.83 All All All
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Operating System Supermicro X10sri-f Firmware 3.83 All All All
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Hardware Supermicro X10srl-f - All All All

Operating System Supermicro X10srl-f Firmware 3.83 All All All
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Hardware Supermicro X10srm-f - All All All

Hardware Supermicro X10srm-f - All All All

Operating System Supermicro X10srm-f Firmware 3.83 All All All
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Hardware Supermicro X10srm-tf - All All All
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Hardware Supermicro X11ddw-nt - All All All

Hardware Supermicro X11ddw-nt - All All All
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Operating System Supermicro X11sph-nctf Firmware 1.71.6 All All All
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Operating System Supermicro X11spm-tf Firmware 1.71.6 All All All
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Hardware Supermicro X11sri-if - All All All
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Hardware Supermicro X11srm-f - All All All

Operating System Supermicro X11srm-f Firmware 1.31.1 All All All

Operating System Supermicro X11srm-f Firmware 1.31.1 All All All

Hardware Supermicro X11srm-vf - All All All

Hardware Supermicro X11srm-vf - All All All

Operating System Supermicro X11srm-vf Firmware 1.31.1 All All All

Operating System Supermicro X11srm-vf Firmware 1.31.1 All All All

Hardware Supermicro X11ssd-f - All All All

Hardware Supermicro X11ssd-f - All All All

Operating System Supermicro X11ssd-f Firmware 3.68 All All All

Operating System Supermicro X11ssd-f Firmware 3.68 All All All

Hardware Supermicro X11sse-f - All All All
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