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CVE CVE-2019-16662
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Published 2019-10-28 12:15:00 UTC
Updated 2019-10-29 19:15:00 UTC
Description An issue was discovered in rConfig 3.9.2. An attacker can directly execute system commands by sending a GET request to

1|

Type Vendor Product Version Update Edition Language
Application Rconfig Rconfig 3.9.2 All All All
Application Rconfig Rconfig 3.9.2 All All All

References

1]

CVE Program record

NVD vulnerability detail NVD

Reference Source Link

rConfig-preauth.png - Google Drive MISC drive.goo:
rConfig v3.9.2 authenticated and unauthenticated RCE (CVE-2019-16663) and (CVE-2019-16662) - Shells.Systems  MISC shells.sys
rConfig 3.9.2 Command Injection ~ Packet Storm MISC packetsto
rConfig -Network Configuration Management MISC rconfig.cc
rConfig 3.9.2 Remote Code Execution ~ Packet Storm MISC packetsto
The script exploits a preauth RCE in rConfig v3.9.2 - GitHub MISC gist.githut
rConfig-preauth.mp4 - Google Drive MISC drive.goo:
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No vendor comments have been submitted for this CVE.
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https://cve.report/api/cve/CVE-2019-16662.json
https://cve.report/CVE-2019-16662.pdf
http://cve.report/vendor/rconfig
http://cve.report/software/rconfig/rconfig
http://cve.report/vendor/rconfig
http://cve.report/software/rconfig/rconfig
https://drive.google.com/open?id=1OXI5cNuwWqc6y-7BgNCfYHgFPK2cpvnu
https://shells.systems/rconfig-v3-9-2-authenticated-and-unauthenticated-rce-cve-2019-16663-and-cve-2019-16662/
http://packetstormsecurity.com/files/155186/rConfig-3.9.2-Command-Injection.html
https://rconfig.com/download
http://packetstormsecurity.com/files/154999/rConfig-3.9.2-Remote-Code-Execution.html
https://gist.github.com/mhaskar/ceb65fa4ca57c3cdccc1edfe2390902e
https://drive.google.com/file/d/1bTpTn4-alJ8qGCEATLq-oVM6HbhE65iY/view?usp=sharing
https://www.cve.org/CVERecord?id=CVE-2019-16662
https://nvd.nist.gov/vuln/detail/CVE-2019-16662

There are currently no legacy QID mappings associated with this CVE.
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