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cwssanammcLrrLumsuckan Gertain versions of RCOﬂfig from RCOHfig contain the foIIowing
: vulnerability:

An issue was discovered in rConfig 3.9.2. An attacker can directly
execute system commands by sending a GET request to
search.crud.php because the catCommand parameter is passed to the
exec function without filtering, which can lead to command execution.

CVE-2019-16663 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 8.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 9-HIGH

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

rConfig v3.9.2 authenticated and [ Exploit | (D) MISC shells.systems/rconfig-v3-9-2-authenticated-and-
unauthenticated RCE (CVE-2019-16663) unauthenticated-rce-cve-2019-16663-and-cve-2019-16662/
and (CVE-2019-16662) - Shells.Systems

text/html



https://cve.report/
https://cve.report/CVE-2019-16663/mitre
https://cve.report/CVE-2019-16663/nist
https://cve.report/CVE-2019-16663/cve_org
https://cve.report/CVE-2019-16663.pdf
http://cve.report/software/rconfig/rconfig
http://cve.report/vendor/rconfig
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://shells.systems/rconfig-v3-9-2-authenticated-and-unauthenticated-rce-cve-2019-16663-and-cve-2019-16662/

The script exploits a postauth RCE in I ) MiIsC

rConfig v3.9.2 Raw - GitHub gist.github.com/mhaskar/e7e454c7cb0dd9a139b0a43691e258a0

rConfig -Network Configuration [ Product | MISC rconfig.com/download

Management [ reonfig.com |

rConfig-postauth.png - Google Drive EZ & MISC drive.google.com/open?

id=1kQGmboKfwob4RwIMjnv6ER2Za1GUptOi

rConfig-PostAuth-2019-09- I & MISC drive.google.com/open?

20_11.39.23.mp4 - Google Drive id=1XmR2MSMb3cKARFk3XxmPkwz6GhAP1JxL
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Exploit/POC from Github

The official exploit for rConfig 3.9.2 Post-auth Remote Code Execution CVE-2019-16663

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Rconfig Rconfig 3.9.2 All All All
Application Rconfig Rconfig 3.9.2 All All All

cpe:2.3:a:rconfig:rconfig:3.9.2:*: " **:*:

cpe:2.3:a:rconfig:rconfig:3.9.2:*: " **:*:

No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)
It's new to me that Hillstone has a protection/signature/rule for the vulnerability CVE-2019-16663.... 2021-04-26
@ipssignatures  twitter.com/i/web/status/1... 07:02:00

X | know 3 other IPSs that have protections/signatures/rules for the vulnerability CVE-2019-16663. 2021-04-26
@ipssignatures  ipssignatures.appspot.com/?cve=CVE-2019-... #Srpn53gewxfnj6 07:02:01

It's new to me that proofpoint has a protection/signature/rule for the vulnerability CVE-2019-16663....  2021-07-27
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https://gist.github.com/mhaskar/e7e454c7cb0dd9a139b0a43691e258a0
https://rconfig.com/download
https://web.archive.org/web/2019/https://drive.google.com/open?id=1kQGmboKfwob4RwlMjnv6ER2Za1GUptOi
https://web.archive.org/web/2019/https://drive.google.com/open?id=1XmR2MSMb3cKARFk3XxmPkwz6GhAP1JxL
mailto:%20comment@cve.report
http://cve.report/vendor/rconfig
http://cve.report/software/rconfig/rconfig
http://cve.report/vendor/rconfig
http://cve.report/software/rconfig/rconfig
https://twitter.com/i/web/status/1386576279001079811
https://ipssignatures.appspot.com/?cve=CVE-2019-16663

@ipssignatures witier.com/i/wep/status/ 1. (VA NVZNV]V)

| know 4 other IPSs that have protections/signatures/rules for the vulnerability CVE-2019-16663. 2021-07-27
@ipssignatures  ipssignatures.appspot.com/?cve=CVE-2019-... #Srpn53gewxfnj6 01:02:00
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