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Summary

CVE CVE-2019-16681

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-21 21:15:00 UTC

Updated 2019-09-24 18:15:00 UTC

Description The Traveloka application 3.14.0 for Android exports com.traveloka.android.activity.common.WebViewActivity, leading to the opening of arbitrary URLs, which can inject deceptive content into the UI. (When in physical possession of the device, opening local files is also possible.) NOTE: As of 2019-09-23, the vendor has not agreed that this issue has serious impact. The vendor states that the issue is not critical because it does not allow Elevation of Privilege, Sensitive Data Leakage, or any critical unauthorized activity from a malicious user. The vendor also states that a victim must first install a malicious APK to their application.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Traveloka Traveloka 3.14.0 All All All

Application Traveloka Traveloka 3.14.0 All All All

References

Reference

GitHub - tarantula-team/Traveloka-Android-App-Critical-Vulnerability: Exported Webview in Traveloka Android App lead to opening arbitrary URLs/XSS and read any protected files

GitHub - tarantula-team/Traveloka-Android-App-Critical-Vulnerability: Exported Webview in Traveloka Android App lead to opening arbitrary URLs/XSS and read any protected files

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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