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Summary

CVE CVE-2019-16723

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-23 15:15:00 UTC

Updated 2023-11-07 03:05:00 UTC

Description In Cacti through 1.2.6, authenticated users may bypass authorization checks (for viewing a graph) via a direct graph_json.php request with a modified local_graph_id parameter.

Risk And Classification

Problem Types: CWE-639

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cacti Cacti All All All All

References

Reference Source Link Tags

Security issue allows to view all graphs · Issue #2964 · Cacti/cacti · GitHub MISC github.com Patch, Third Party Advisory

Bugtraq: [SECURITY] [DSA 4604-1] cacti security update BUGTRAQ seclists.org

Debian -- Security Information -- DSA-4604-1 cacti DEBIAN www.debian.org

[security-announce] openSUSE-SU-2020:0284-1: important: Security update SUSE lists.opensuse.org

[SECURITY] Fedora 31 Update: cacti-spine-1.2.8-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 31 Update: cacti-spine-1.2.8-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 30 Update: cacti-spine-1.2.8-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[security-announce] openSUSE-SU-2020:0565-1: important: Security update SUSE lists.opensuse.org

[security-announce] openSUSE-SU-2020:0558-1: important: Security update SUSE lists.opensuse.org

[SECURITY] Fedora 30 Update: cacti-spine-1.2.8-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Cacti: Multiple vulnerabilities (GLSA 202003-40) — Gentoo security GENTOO security.gentoo.org

[security-announce] openSUSE-SU-2020:0272-1: important: Security update SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical

https://cve.report/
https://cve.report/CVE-2019-16723/mitre
https://cve.report/CVE-2019-16723/nist
https://cve.report/CVE-2019-16723/cve_org
https://cve.report/CVE-2019-16723.pdf
http://cve.report/vendor/cacti
http://cve.report/software/cacti/cacti
https://github.com/Cacti/cacti/issues/2964
https://seclists.org/bugtraq/2020/Jan/25
https://www.debian.org/security/2020/dsa-4604
http://lists.opensuse.org/opensuse-security-announce/2020-03/msg00005.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/ZO3ROHHPKLH2JRW7ES5FYSQTWIPNVLQB/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/ZO3ROHHPKLH2JRW7ES5FYSQTWIPNVLQB/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/ZSCUUCKSYVZLN3PQE7NU76AFWUGT3E2D/
http://lists.opensuse.org/opensuse-security-announce/2020-04/msg00048.html
http://lists.opensuse.org/opensuse-security-announce/2020-04/msg00042.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/ZSCUUCKSYVZLN3PQE7NU76AFWUGT3E2D/
https://security.gentoo.org/glsa/202003-40
http://lists.opensuse.org/opensuse-security-announce/2020-03/msg00001.html
https://www.cve.org/CVERecord?id=CVE-2019-16723


NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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