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Summary

CVE CVE-2019-1674

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-28 18:29:00 UTC

Updated 2019-10-09 23:47:00 UTC

Description A vulnerability in the update service of Cisco Webex Meetings Desktop App and Cisco Webex Productivity Tools for Windows could allow an authenticated, local attacker to execute arbitrary commands as a privileged user. The vulnerability is due to insufficient validation of user-supplied parameters. An attacker could exploit this vulnerability by invoking the update service command with a crafted argument. An exploit could allow the attacker to run arbitrary commands with SYSTEM user privileges. While the CVSS Attack Vector metric denotes the requirement for an attacker to have local access, administrators should be aware that in Active Directory deployments, the vulnerability could be exploited remotely by leveraging the operating system remote management tools. This vulnerability is fixed in Cisco Webex Meetings Desktop App Release 33.6.6 and 33.9.1 releases. This vulnerability is fixed in Cisco Webex Productivity Tools Release 33.0.7.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Webex Meetings All All All All

Application Cisco Webex Meetings All All All All

Application Cisco Webex Meetings Online t33.0.5 All All All

Application Cisco Webex Meetings Online t33.6.0 All All All

Application Cisco Webex Meetings Online t33.6.1 All All All

Application Cisco Webex Meetings Online t33.6.2 All All All

Application Cisco Webex Meetings Online t33.0.5 All All All

Application Cisco Webex Meetings Online t33.6.0 All All All

Application Cisco Webex Meetings Online t33.6.1 All All All

Application Cisco Webex Meetings Online t33.6.2 All All All

Application Cisco Webex Productivity Tools All All All All

Application Cisco Webex Productivity Tools All All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All
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Multiple Cisco Products CVE-2019-1674 Local Command Injection Vulnerability BID www.securityfocus.com

Cisco WebEx Meetings < 33.6.6 / < 33.9.1 - Privilege Escalation - Windows local Exploit EXPLOIT-DB www.exploit-db.com

Cisco Webex Meetings Desktop App and Cisco Webex Productivity Tools Update Service Command Injection Vulnerability CISCO tools.cisco.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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