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Summary

CVE CVE-2019-16777

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-13 01:15:00 UTC

Updated 2023-11-07 03:05:00 UTC

Description Versions of the npm CLI prior to 6.13.4 are vulnerable to an Arbitrary File Overwrite. It fails to prevent existing globally-installed binaries to be overwritten by other package installations. For example, if a package was installed globally and created a serve binary, any subsequent installs of packages that also create a serve binary would overwrite the previous serve binary. This behavior is still allowed in local installations and also through install scripts. This vulnerability bypasses a user using the --ignore-scripts install option.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cli Project Cli All All All All

Application Cli Project Cli All All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 31 All All All

Application Npmjs Npm All All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 15.1 All All All

Application Oracle Graalvm 19.3.0.2 All All All

Application Oracle Graalvm 19.3.0.2 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux Eus 8.1 All All All

Operating System Redhat Enterprise Linux Eus 8.1 All All All
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Reference Source Link Tags

Arbitrary File Overwrite · Advisory · npm/cli · GitHub CONFIRM github.com Third Party Advisory
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The npm Blog — Binary Planting with the npm CLI MISC blog.npmjs.org Third Party Advisory

[SECURITY] Fedora 31 Update: nodejs-12.14.1-3.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Node.js: Multiple vulnerabilities (GLSA 202003-48) — Gentoo security GENTOO security.gentoo.org Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Oracle Critical Patch Update Advisory - January 2020 MISC www.oracle.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

[SECURITY] Fedora 31 Update: nodejs-12.14.1-3.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[security-announce] openSUSE-SU-2020:0059-1: important: Security update SUSE lists.opensuse.org Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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