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Summary

CVE CVE-2019-16779

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-16 20:15:00 UTC

Updated 2021-10-28 13:38:00 UTC

Description In RubyGem excon before 0.71.0, there was a race condition around persistent connections, where a connection which is interrupted (such as by a timeout) would leave data on the socket. Subsequent requests would then read this data, returning content from the previous response. The race condition window appears to be short, and it would be difficult to purposefully exploit this.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Application Excon Project Excon All All All All

Application Excon Project Excon All All All All

Application Opensuse Backports Sle 15.0 sp1 All All

Operating System Opensuse Leap 15.1 All All All

References

Reference Source Link Tags

[security-announce] openSUSE-SU-2020:0036-1: moderate: Security update f SUSE lists.opensuse.org

Interrupted Persistent Connections May Leak Response Data · Advisory · excon/excon · GitHub CONFIRM github.com Third Party Advisory

fix for leftover data with interrupted persistent connections · excon/excon@ccb57d7 · GitHub MISC github.com Patch, Third Party Advisory

[SECURITY] [DLA 2070-1] ruby-excon security update MLIST lists.debian.org

[security-announce] openSUSE-SU-2020:0139-1: moderate: Security update f SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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