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CVE CVE-2019-16785
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-20 23:15:00 UTC
Updated 2023-11-07 03:05:00 UTC
Description Waitress through version 1.3.1 implemented a "MAY" part of the RFC7230 which states: "Although the line terminator for th
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Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Agendaless Waitress All All
Operating System  Debian Debian Linux 9.0 All
Operating System Fedoraproject Fedora 30 All
Operating System Fedoraproject Fedora 31 All
Application Oracle Communications Cloud Native Core Network Function Cloud Native Environment  1.10.0 All
Application Redhat Openstack 15 All
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References
Reference Source Link
HTTP Request Smuggling: LF vs CRLF handling in Waitress - Advisory - Pylons/waitress - GitHub CONFIRM github.com
[SECURITY] [DLA 3000-1] waitress security update MLIST lists.debian.org
Red Hat Customer Portal REDHAT  access.redhat.com

[SECURITY] Fedora 30 Update: python-waitress-1.4.3-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.ort

Oracle Critical Patch Update Advisory - April 2022 MISC www.oracle.com
[SECURITY] Fedora 31 Update: python-waitress-1.4.3-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.or
[SECURITY] Fedora 30 Update: python-waitress-1.4.3-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.ort

Waitress — waitress 2.0.0 documentation MISC docs.ovlonsoroiect.o
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http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_cloud_native_core_network_function_cloud_native_environment
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack
https://github.com/Pylons/waitress/security/advisories/GHSA-pg36-wpm5-g57p
https://lists.debian.org/debian-lts-announce/2022/05/msg00011.html
https://access.redhat.com/errata/RHSA-2020:0720
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/GVDHR2DNKCNQ7YQXISJ45NT4IQDX3LJ7/
https://www.oracle.com/security-alerts/cpuapr2022.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/LYEOTGWJZVKPRXX2HBNVIYWCX73QYPM5/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/GVDHR2DNKCNQ7YQXISJ45NT4IQDX3LJ7/
https://docs.pylonsproject.org/projects/waitress/en/latest/#security-fixes

[SECURITY] Fedora 31 Update: python-waitress-1.4.3-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.or
Remove support for non CRLF line endings - Pylons/waitress@8eba394 - GitHub MISC github.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
<] N

No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

174724 SUSE Enterprise Linux Security update for python-waitress (SUSE-SU-2020:3269-1)
179276 Debian Security Update for waitress (DLA 3000-1)

296075 Oracle Solaris 11.4 Support Repository Update (SRU) 21.69.0 Missing (CPUAPR2020)
501368 Alpine Linux Security Update for py3-waitress

750599 OpenSUSE Security Update for python-waitress (openSUSE-SU-2020:1922-1)

750606 OpenSUSE Security Update for python-waitress (openSUSE-SU-2020:1911-1)

983108 Python (pip) Security Update for waitress (GHSA-pg36-wpm5-g57p)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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