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/

CVE-2019-16869

MITRE NVD CVE.ORG Print: PDF %5

CVE-2019-16869

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2019-09-26 16:15:00 UTC

2023-11-07 03:06:00 UTC

Netty before 4.1.42.Final mishandles whitespace before the colon in HTTP headers (such as a "Transfer-Encoding : chunke

| 1|

Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Operating System
Operating System
Operating System
Application
Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 18.04 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 8.0 All All All
Netty Netty All All All All
Netty Netty All All Al Al
Redhat Enterprise Linux 6.0 All All All
Redhat Enterprise Linux 7.0 All All All
Redhat Enterprise Linux 8.0 All All All
Redhat Jboss Enterprise Application Platform 7.2 All All All
Redhat Jboss Enterprise Application Platform 7.3 All All All
Redhat Jboss Enterprise Application Platform 7.4 All All All
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https://lists.apache.org/thread.html/r7790b9d99696d9eddce8a8c96f13bb68460984294ea6fea3800143e4%2540%253Ccommits.pulsar.apache.org%253E
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https://seclists.org/bugtraq/2020/Jan/6
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https://lists.apache.org/thread.html/519eb0fd45642dcecd9ff74cb3e71c20a4753f7d82e2f07864b5108f%2540%253Cdev.drill.apache.org%253E
https://lists.apache.org/thread.html/re45ee9256d3233c31d78e59ee59c7dc841c7fbd83d0769285b41e948@%253Ccommits.druid.apache.org%253E
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https://lists.apache.org/thread.html/rdd5d243a5f8ed8b83c0104e321aa420e5e98792a95749e3c9a54c0b9@%253Ccommon-commits.hadoop.apache.org%253E
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https://lists.apache.org/thread.html/rcddf723a4b4117f8ed6042e9ac25e8c5110a617bab77694b61b14833@%253Cdev.rocketmq.apache.org%253E
https://lists.apache.org/thread.html/d14f721e0099b914daebe29bca199fde85d8354253be9d6d3d46507a%2540%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/3e6d7aae1cca10257e3caf2d69b22f74c875f12a1314155af422569d%2540%253Cdev.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r8402d67fdfe9cf169f859d52a7670b28a08eff31e54b522cc1432532@%253Ccommon-issues.hadoop.apache.org%253E
https://access.redhat.com/errata/RHSA-2019:3901
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[SECURITY] [DLA 2110-1] netty-3.9 security update
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http request smuggling, cause by obfuscating TE header - Issue #9571 - netty/netty - GitHub
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https://lists.debian.org/debian-lts-announce/2020/02/msg00018.html
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https://lists.apache.org/thread.html/860acce024d79837e963a51a42bab2cef8e8d017aad2b455ecd1dcf0%2540%253Cissues.spark.apache.org%253E
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https://access.redhat.com/errata/RHSA-2020:0445
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https://access.redhat.com/errata/RHSA-2020:0160
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[cassandra-commits] 20210924 [jira] [Commented] (CASSANDRA-15417) CVE-2019-16869(Netty is vulnerable to HTTP Request Smuggling)
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Pony Mail!
Pony Mail!
Pony Mail!
Pony Mail!
Comparing netty-4.1.41.Final...netty-4.1.42.Final - netty/netty - GitHub
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https://lists.apache.org/thread.html/860acce024d79837e963a51a42bab2cef8e8d017aad2b455ecd1dcf0@%253Cissues.spark.apache.org%253E
https://lists.apache.org/thread.html/799eb85d67cbddc1851a3e63a07b55e95b2f44f1685225d38570ce89@%253Cissues.spark.apache.org%253E
https://lists.apache.org/thread.html/rb3361f6c6a5f834ad3db5e998c352760d393c0891b8d3bea90baa836%2540%253Ccommon-issues.hadoop.apache.org%253E
https://lists.apache.org/thread.html/rc7eb5634b71d284483e58665b22bf274a69bd184d9bd7ede52015d91%2540%253Ccommon-issues.hadoop.apache.org%253E
https://lists.apache.org/thread.html/r959474dcf7f88565ed89f6252ca5a274419006cb71348f14764b183d%2540%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/r831e0548fad736a98140d0b3b7dc575af0c50faea0b266434ba813cc%2540%253Cdev.rocketmq.apache.org%253E
https://lists.apache.org/thread.html/d3eb0dbea75ef5c400bd49dfa1901ad50be606cca3cb29e0d01b6a54%2540%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/0acadfb96176768caac79b404110df62d14d30aa9d53b6dbdb1407ac@%253Cissues.spark.apache.org%253E
https://lists.apache.org/thread.html/r3225f7dfe6b8a37e800ecb8e31abd7ac6c4312dbd3223dd8139c37bb@%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/rf2bf8e2eb0a03227f5bc100b544113f8cafea01e887bb068e8d1fa41@%253Ccommon-issues.hadoop.apache.org%253E
https://lists.apache.org/thread.html/r3225f7dfe6b8a37e800ecb8e31abd7ac6c4312dbd3223dd8139c37bb%2540%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/51923a9ba513b2e816e02a9d1fd8aa6f12e3e4e99bbd9dc884bccbbe%2540%253Cissues.spark.apache.org%253E
https://lists.apache.org/thread.html/799eb85d67cbddc1851a3e63a07b55e95b2f44f1685225d38570ce89%2540%253Cissues.spark.apache.org%253E
https://lists.apache.org/thread.html/r131e572d003914843552fa45c4398b9903fb74144986e8b107c0a3a7%2540%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/r90030b0117490caed526e57271bf4d7f9b012091ac5083c895d16543%2540%253Ccommon-issues.hadoop.apache.org%253E
https://lists.apache.org/thread.html/ee6faea9e542c0b90afd70297a9daa203e20d41aa2ac7fca6703662f@%253Cissues.spark.apache.org%253E
https://lists.apache.org/thread.html/f9bc3e55f4e28d1dcd1a69aae6d53e609a758e34d2869b4d798e13cc@%253Cissues.drill.apache.org%253E
https://github.com/netty/netty/compare/netty-4.1.41.Final...netty-4.1.42.Final
https://lists.apache.org/thread.html/6063699b87b501ecca8dd3b0e82251bfc85f29363a9b46ac5ace80cf@%253Cdev.olingo.apache.org%253E
https://lists.apache.org/thread.html/r7790b9d99696d9eddce8a8c96f13bb68460984294ea6fea3800143e4@%253Ccommits.pulsar.apache.org%253E
https://lists.apache.org/thread.html/d14f721e0099b914daebe29bca199fde85d8354253be9d6d3d46507a@%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/r90030b0117490caed526e57271bf4d7f9b012091ac5083c895d16543@%253Ccommon-issues.hadoop.apache.org%253E
https://lists.apache.org/thread.html/19fed892608db1efe5a5ce14372137669ff639df0205323959af7de3%2540%253Cdev.olingo.apache.org%253E
https://lists.apache.org/thread.html/f6c5ebfb018787c764f000362d59e4b231c0a36b6253aa866de8c64e@%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/b0656d359c7d40ec9f39c8cc61bca66802ef9a2a12ee199f5b0c1442@%253Cdev.drill.apache.org%253E
https://lists.apache.org/thread.html/b3dda6399a0ea2b647624b899fd330fca81834e41b13e3e11e1002d8%2540%253Cdev.olingo.apache.org%253E
https://lists.apache.org/thread.html/37ed432b8eb35d8bd757f53783ec3e334bd51f514534432bea7f1c3d@%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/b0656d359c7d40ec9f39c8cc61bca66802ef9a2a12ee199f5b0c1442%2540%253Cdev.drill.apache.org%253E
https://lists.apache.org/thread.html/r832724df393a7ef25ca4c7c2eb83ad2d6c21c74569acda5233f9f1ec%2540%253Ccommits.pulsar.apache.org%253E
https://lists.apache.org/thread.html/r4d3f1d3e333d9c2b2f6e6ae8ed8750d4de03410ac294bcd12c7eefa3%2540%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/e192fe8797c192679759ffa6b15e4d0806546945a41d8ebfbc6ee3ac@%253Ccommits.tinkerpop.apache.org%253E
https://lists.apache.org/thread.html/rcb2c59428f34d4757702f9ae739a8795bda7bea97b857e708a9c62c6%2540%253Ccommon-commits.hadoop.apache.org%253E
https://lists.apache.org/thread.html/35961d1ae00849974353a932b4fef12ebce074541552eceefa04f1fd@%253Cdev.olingo.apache.org%253E
https://lists.apache.org/thread.html/19fed892608db1efe5a5ce14372137669ff639df0205323959af7de3@%253Cdev.olingo.apache.org%253E
https://usn.ubuntu.com/4532-1/
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CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

980656 Java (maven) Security Update for io.netty:netty-all (GHSA-p979-4mfw-53vQ)
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https://access.redhat.com/errata/RHSA-2019:3892
https://lists.apache.org/thread.html/380f6d2730603a2cd6b0a8bea9bcb21a86c199147e77e448c5f7390b%2540%253Ccommits.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/9128111213b7b734ffc85db08d8f789b00a85a7f241b708e55debbd0%2540%253Cissues.zookeeper.apache.org%253E
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