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Summary

CVE CVE-2019-1692

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-03 15:29:00 UTC

Updated 2020-10-07 18:27:00 UTC

Description A vulnerability in the web-based management interface of Cisco Application Policy Infrastructure Controller (APIC) Software could allow an unauthenticated, remote attacker to access sensitive system usage information. The vulnerability is due to a lack of proper data protection mechanisms for certain components in the underlying Application Centric Infrastructure (ACI). An attacker could exploit this vulnerability by attempting to observe certain network traffic when accessing the APIC. A successful exploit could allow the attacker to access and collect certain tracking data and usage statistics on an affected device.

Risk And Classification

Problem Types: CWE-311

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Application Policy Infrastructure Controller All All All All

Application Cisco Application Policy Infrastructure Controller 8.3(1)s6 All All All

Application Cisco Application Policy Infrastructure Controller 8.3\(1\)s6 All All All

Application Cisco Application Policy Infrastructure Controller All All All All

Application Cisco Application Policy Infrastructure Controller 8.3\(1\)s6 All All All

References

Reference Source

Cisco Application Policy Infrastructure Controller Information Disclosure Vulnerability BID

Cisco Application Policy Infrastructure Controller Web-Based Management Interface Usage Information Disclosure Vulnerability CISCO

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

316932 Cisco Application Policy Infrastructure Controller Web-Based Management Interface Usage Information Disclosure
Vulnerability(cisco-sa-20190501-apic-info-disc)
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