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CVE-2019-16943

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2019-10-01 17:15:00 UTC
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A Polymorphic Typing issue was discovered in FasterXML jackson-databind 2.0.0 through 2.9.10. When Default Typing is €

Risk And Classification

1|

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application

Application

Vendor
Debian
Debian
Debian
Debian
Debian
Debian
Fasterxml
Fasterxml
Fedoraproject
Fedoraproject
Fedoraproject
Fedoraproject
Netapp
Netapp
Netapp
Netapp

Netapp

Product Version
Debian Linux 10.0
Debian Linux 8.0
Debian Linux 9.0
Debian Linux 10.0
Debian Linux 8.0
Debian Linux 9.0
Jackson-databind All
Jackson-databind All
Fedora 30
Fedora 31
Fedora 30
Fedora 31
Active Ig Unified Manager All
Active Ig Unified Manager All
Active Ig Unified Manager All
Active Ig Unified Manager All
Active la Unified Manager All

Update Edition

All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Application

Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle

Oracle

Active Ig Unified Manager

Oncommand Api Services

Oncommand Api Services

Oncommand Workflow Automation

Oncommand Workflow Automation

Service Level Manager

Service Level Manager

Steelstore Cloud Integrated Storage

Steelstore Cloud Integrated Storage

Banking Platform

Banking Platform

Banking Platform

Banking Platform

Banking Platform

Banking Platform

Banking Platform

Banking Platform

Banking Platform

Banking Platform

Banking Platform

Banking Platform

Banking Platform

Banking Platform

Banking Platform

Banking Platform

Banking Platform

Banking Platform

Communications Billing And Revenue Management
Communications Billing And Revenue Management
Communications Billing And Revenue Management
Communications Billing And Revenue Management
Communications Calendar Server

Communications Calendar Server

Communications Calendar Server

Communications Calendar Server

All

2.4.0

241

25.0

2.6.0

2.6.1

26.2

2.7.0

2.71

2.9.0

24.0

2.41
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2.6.1

2.6.2

2.7.0

2.71

2.9.0
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All
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All

All

All
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All
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Application
Application
Application
Application
Application
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle
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Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle
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Communications Cloud Native Core Network Slice Selection Function
Communications Evolved Communications Application Server
Communications Evolved Communications Application Server
Global Lifecycle Management Nextgen Oui Framework
Gilobal Lifecycle Management Nextgen Oui Framework
Gilobal Lifecycle Management Nextgen Oui Framework
Gilobal Lifecycle Management Nextgen Oui Framework
Gilobal Lifecycle Management Nextgen Oui Framework
Global Lifecycle Management Nextgen Oui Framework
Goldengate Application Adapters

Goldengate Application Adapters

Jd Edwards Enterpriseone Orchestrator

Jd Edwards Enterpriseone Orchestrator

Jd Edwards Enterpriseone Tools

Jd Edwards Enterpriseone Tools

Primavera Gateway

Primavera Gateway

Primavera Gateway

Primavera Gateway

Primavera Gateway

Primavera Gateway

Primavera Gateway

Primavera Gateway

Retail Merchandising System

Retail Merchandising System

Retail Merchandising System

Retail Merchandising System

Retail Merchandising System

Retail Merchandising System

Retail Sales Audit

Retail Sales Audit

Siebel Engineering - Installer Deployment

Siebel Engineering - Installer Deployment

Trace File Analyzer

Trace File Analyzer

1.2.1

71

71

12.2.1.3.0

12.2.1.4.0

13.9.4.2.2

12.2.1.3.0

12.2.1.4.0

13.9.4.2.2

19.1.0.0.0

19.1.0.0.0

9.2

9.2

9.2

9.2

16.1

16.2

19.12.0

16.1

16.2

19.12.0

All

All

15.0.3

16.0.2

16.0.3

15.0.3

16.0.2

16.0.3

141

14.1
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Application Oracle Trace File Analyzer 19¢ All All
Application Oracle Trace File Analyzer 12.2.0.1 All All
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Application Oracle Webcenter Portal 12.2.1.3.0 Al All
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Application Oracle Webcenter Sites 12.2.1.3.0 All All
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Application Oracle Weblogic Server 12.2.1.3.0 All All
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Application Oracle Weblogic Server 12.2.1.3.0 All All
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Application Redhat Jboss Enterprise Application Platform 7.3 All All
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CVE Program record

NVD vulnerability detail
1 | ]

No vendor comments have been submitted for this CVE.
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/TH5VFUN4P7CCIP7KSEXYA5MUTFCUDUJT/
https://www.oracle.com/security-alerts/cpujan2020.html
https://lists.apache.org/thread.html/f9bc3e55f4e28d1dcd1a69aae6d53e609a758e34d2869b4d798e13cc@%253Cissues.drill.apache.org%253E
https://www.oracle.com/security-alerts/cpuapr2020.html
https://lists.apache.org/thread.html/b0656d359c7d40ec9f39c8cc61bca66802ef9a2a12ee199f5b0c1442@%253Cdev.drill.apache.org%253E
https://lists.apache.org/thread.html/b0656d359c7d40ec9f39c8cc61bca66802ef9a2a12ee199f5b0c1442%2540%253Cdev.drill.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2019-16943
https://nvd.nist.gov/vuln/detail/CVE-2019-16943

Legacy QID Mappings

159663 Oracle Enterprise Linux Security Update for pki-core:10.6 and pki-deps:10.6 (ELSA-2020-1644)
940247 AlmaLinux Security Update for pki-core:10.6 and pki-deps:10.6 (ALSA-2020:1644)
960724 Rocky Linux Security Update for pki-core:10.6 and pki-deps:10.6 (RLSA-2020:1644)

981966 Java (maven) Security Update for com.fasterxml.jackson.core:jackson-databind (GHSA-fmmc-742g-jg75)
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