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Summary

CVE CVE-2019-16967

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-21 20:15:00 UTC

Updated 2019-12-10 17:08:00 UTC

Description An issue was discovered in Manager 13.x before 13.0.2.6 and 15.x before 15.0.6 before FreePBX 14.0.10.3. In the Manager module form (html\admin\modules\manager\views\form.php), an unsanitized managerdisplay variable coming from the URL is reflected in HTML, leading to XSS. It can be requested via GET request to /config.php?type=tool&display=manager.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Freepbx Manager All All All All

Application Freepbx Manager 13.0.1 alpha1 All All

Application Freepbx Manager All All All All

Application Freepbx Manager 13.0.1 alpha1 All All

Application Sangoma Freepbx All All All All

Application Sangoma Freepbx All All All All

References

Reference Source Link Tags

[FREEPBX-20436] XSS vulnerability in manager module - Sangoma Issue Tracker MISC issues.freepbx.org Exploit, Vendor Advisory

FREEPBX-20436 XSS vulnerability in manager module · FreePBX/manager@071a509 · GitHub MISC github.com Patch, Third Party Advisory

FreePBX XSS 2 – Resp3ct blog MISC resp3ctblog.wordpress.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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