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Summary

CVE CVE-2019-16993

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-30 12:15:00 UTC

Updated 2019-11-21 13:34:00 UTC

Description In phpBB before 3.1.7-PL1, includes/acp/acp_bbcodes.php has improper verification of a CSRF token on the BBCode page in the Administration Control Panel. An actual CSRF attack is possible if an attacker also manages to retrieve the session id of a reauthenticated administrator prior to targeting them.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Phpbb Phpbb All All All All

References

Reference Source Link Tags

[SECURITY] [DLA 1942-2] phpbb3 regression update MLIST lists.debian.org Third Party Advisory

[SECURITY] [DLA 1942-1] phpbb3 security update MLIST lists.debian.org Mailing List, Third Party Advisory

[ticket/security-188] Check form key in acp_bbcodes · phpbb/phpbb@18abef7 · GitHub MISC github.com Patch, Third Party Advisory

phpBB • phpBB 3.1.7-PL1 Release MISC www.phpbb.com Vendor Advisory

phpBB • Support MISC www.phpbb.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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