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In the Linux kernel before 5.0.3, a memory leak exits in hsr_dev_finalize() in net/hsr/hsr_device.c if hsr_add_port fails to ad
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Risk And Classification

Problem Types: CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Hardware
Operating System
Application
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Hardware

Vendor Product Version Update Edition Language
Linux Linux Kernel All All All All
Linux Linux Kernel 5.1 rcl All All
Linux Linux Kernel All All All All
Netapp Aff A700s - All All All
Netapp Aff A700s Firmware - All All All
Netapp Data Availability Services - All All All
Netapp H300e - All All All
Netapp H300e Firmware - All All All
Netapp H300s - All All All
Netapp H300s Firmware - All All All
Netapp H410c - All All All
Netapp H410c Firmware - All All All
Netapp H410s - All All All
Netapp H410s Firmware - All All All
Netapp H500e - All All All
Netapp H500e Firmware - All All All

Netapp H500s - All All All
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Operating System Netapp H500s Firmware - All All All

Hardware Netapp H610s - All All All

Operating System Netapp H610s Firmware - All All All

Hardware Netapp H700e - All All All

Operating System Netapp H700e Firmware - All All All

Hardware Netapp H700s - All All All

Operating System Netapp H700s Firmware - All All All

Application Netapp Hci Management Node - All All All

Application Netapp Service Processor - All All All

Application Netapp Solidfire - All All All

Application Netapp Steelstore Cloud Integrated Storage - All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All

Reference Source Link Tags

cdn.kernel.org/pub/linux/kernel/v5.x/ChangelLog-5.0.3 MISC cdn.kernel.org Exploit, Releas

[security-announce] openSUSE-SU-2019:2503-1: important: Security update SUSE lists.opensuse.org

net: hsr: fix memory leak in hsr_dev_finalize() - torvalds/linux@6caabe? - GitHub MISC github.com Patch, Third P:

kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org Issue Tracking

[security-announce] openSUSE-SU-2019:2444-1: important: Security update SUSE lists.opensuse.org

October 2019 Linux Kernel Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, ana
4] | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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