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CVE CVE-2019-17000
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2020-01-08 21:15:00 UTC
Updated 2020-01-13 18:15:00 UTC
Description An object tag with a data URI did not correctly inherit the document's Content Security Policy. This allowed a CSP bypass it

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Mozilla Firefox All
Application Mozilla Firefox All

Update Edition Language
All All All
All All All

References

Reference Source
Access Denied MISC
Security vulnerabilities fixed in - Firefox 70 — Mozilla CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

3

No vendor comments have been submitted for this CVE.

Link Tags
bugzilla.mozilla.org Permissions Required
www.mozilla.org Vendor Advisory
WWW.Ccve.org canonical
nvd.nist.gov canonical, analysis

Legacy QID Mappings

500944 Alpine Linux Security Update for firefox

503829 Alpine Linux Security Update for firefox

296071 Oracle Solaris 11.4 Support Repository Update (SRU) 27.82.1 Missing (CPUOCT2020)
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https://cve.report/CVE-2019-17000/mitre
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https://cve.report/CVE-2019-17000.pdf
http://cve.report/vendor/mozilla
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http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
https://bugzilla.mozilla.org/show_bug.cgi?id=1441468
https://www.mozilla.org/security/advisories/mfsa2019-34/
https://www.cve.org/CVERecord?id=CVE-2019-17000
https://nvd.nist.gov/vuln/detail/CVE-2019-17000
http://cve.report/qid/296071
http://cve.report/qid/500944
http://cve.report/qid/503829
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