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Summary

CVE CVE-2019-17001

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-08 22:15:00 UTC

Updated 2020-01-13 18:16:00 UTC

Description A Content-Security-Policy that blocks in-line scripts could be bypassed using an object tag to execute JavaScript in the protected document (cross-site scripting). This is a separate bypass from CVE-2019-17000.*Note: This flaw only affected Firefox 69 and was not present in earlier versions.*. This vulnerability affects Firefox < 70.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 69.0 All All All

Application Mozilla Firefox 69.0 All All All

References

Reference

1587976 - (CVE-2019-17001) CSP script-src 'none'; allows <object> to execute javascript code in firefox (but firefox developer edition works fines)

Security vulnerabilities fixed in - Firefox 70 — Mozilla

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500944 Alpine Linux Security Update for firefox

503829 Alpine Linux Security Update for firefox
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