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CVE-2019-17009

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

ossauvurerriunsuciiad  Gertain versions of Windows from Microsoft contain the foIIowing
’ vulnerability:

When running, the updater service wrote status and log files to an
unrestricted location; potentially allowing an unprivileged process to
locate and exploit a vulnerability in file handling in the updater service.
*Note: This attack requires local system access and only affects
Windows. Other operating systems are not affected.*. This vulnerability
affects Thunderbird < 68.3, Firefox ESR < 68.3, and Firefox < 71.

CVE-2019-17009 has been assigned by [iJ] security@mozilla.org to track the vulnerability - currently rated as m severity.
Affected Vendor/Software: i} Mozilla - Thunderbird version before 68.3
Affected Vendor/Software: [fj] Mozilla - Firefox ESR version before 68.3

Affected Vendor/Software: i} Mozilla - Firefox version before 71

| CVSS3 Score: 7.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: [#EEMEDIUM)
Access Access Authentication
Vector Complexity
Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact



https://cve.report/
https://cve.report/CVE-2019-17009/mitre
https://cve.report/CVE-2019-17009/nist
https://cve.report/CVE-2019-17009/cve_org
https://cve.report/CVE-2019-17009.pdf
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/

CVE References

Description Tags Link
Security Vulnerabilities fixed in - Firefox 71 — Mozilla i CONFIRM

www.mozilla.org www.mozilla.org/security/advisories/mfsa2019-
text/html 36/

Security Vulnerabilities fixed in - Thunderbird 68.3 — Mozilla Vendor Advisory ] CONFIRM
web.archive.org www.mozilla.org/security/advisories/mfsa2019-
text/html 38/
Inactive Link'| Not Archived

[security-announce] openSUSE-SU-2020:0003-1: important: Mailing List 9 SUSE openSUSE-SU-2020:0003
Security update Third Party Advisory

lists.opensuse.org

text/html

[security-announce] openSUSE-SU-2020:0002-1: important: Mailing List 9 SUSE openSUSE-SU-2020:0002
Security update Third Party Advisory

lists.opensuse.org

text/html

Security Vulnerabilities fixed in - Firefox ESR 68.3 — Mozilla Vendor Advisory By CONFIRM
www.mozilla.org www.mozilla.org/security/advisories/mfsa2019-
text/html 37/

1510494 - (CVE-2019-17009) Write log files and Permissions Required (%) MISC bugzilla.mozilla.org/show_bug.cgi?
update.status file to restricted directory and copy it to the final id=1510494
location after the update finishes

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

500924 Alpine Linux Security Update for firefox-esr

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Microsoft Windows - All All All
System

Operating Microsoft Windows - All All All
System

Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird All All All All
Operating Opensuse Leap 15.1 All All All


http://cve.report/glossary/common-cve-tag-descriptions/
https://www.mozilla.org/security/advisories/mfsa2019-36/
https://web.archive.org/web/2019/https://www.mozilla.org/security/advisories/mfsa2019-38/
http://lists.opensuse.org/opensuse-security-announce/2020-01/msg00000.html
http://lists.opensuse.org/opensuse-security-announce/2020-01/msg00001.html
https://www.mozilla.org/security/advisories/mfsa2019-37/
https://bugzilla.mozilla.org/show_bug.cgi?id=1510494
mailto:%20comment@cve.report
http://cve.report/qid/500924
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap

Sysiern

Operating Opensuse Leap 15.1 All All All
System

cpe:2.3:a:mozilla:firefox:*: ™"
cpe:2.3:a:mozilla:firefox_esr:™:*:*:***:*:*:

cpe:2.3:a:mozilla:firefox_esr:*:*:*:*:**:*:*:

cpe:2.3:a:mozilla:thunderbird:*:*:*:*:*:*:*:*:
cpe:2.3:0:0pensuse:leap:15.1: ™

cpe:2.3:0:0pensuse:leap:15.1: ™

No vendor comments have been submitted for this CVE
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