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CVE CVE-2019-17020
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-08 22:15:00 UTC
Updated 2021-07-21 11:39:00 UTC
Description If an XML file is served with a Content Security Policy and the XML file includes an XSL stylesheet, the Content Security Pc
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Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 19.04 All All All

Operating System Canonical Ubuntu Linux 19.10 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 19.04 All All All

Operating System Canonical Ubuntu Linux 19.10 All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox All All All All

Reference Source Link '
USN-4234-1: Firefox vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU  usn.ubuntu.com
1597645 - (CVE-2019-17020) Content-Security-Policy inline script execution is bypassed on XSL pages MISC bugzilla.mozilla.org
Security Vulnerabilities fixed in Firefox 72 — Mozilla CONFIRM  www.mozilla.org
CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296071 Oracle Solaris 11.4 Support Repository Update (SRU) 27.82.1 Missing (CPUOCT2020)
500945 Alpine Linux Security Update for firefox

503830 Alpine Linux Security Update for firefox
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