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Summary

CVE CVE-2019-17052

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-01 14:15:00 UTC

Updated 2023-11-07 03:06:00 UTC

Description ax25_create in net/ax25/af_ax25.c in the AF_AX25 network module in the Linux kernel 3.16 through 5.3.2 does not enforce CAP_NET_RAW, which means that unprivileged users can create a raw socket, aka CID-0614e2b73768.

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 19.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Linux Linux Kernel All All All All
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USN-4185-2: Linux kernel (Azure) vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org

[SECURITY] [DLA 2114-1] linux-4.9 security update MLIST lists.debian.org
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[SECURITY] Fedora 29 Update: kernel-headers-5.3.6-100.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org

USN-4186-1: Linux kernel vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

USN-4186-2: Linux kernel (Xenial HWE) vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

USN-4184-1: Linux kernel vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

[SECURITY] [DLA 2068-1] linux security update MLIST lists.debian.org
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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