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Summary

CVE CVE-2019-17093

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-23 17:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description An issue was discovered in Avast antivirus before 19.8 and AVG antivirus before 19.8. A DLL Preloading vulnerability allows an attacker to implant %WINDIR%\system32\wbemcomn.dll, which is loaded into a protected-light process (PPL) and might bypass some of the self-defense mechanisms. This affects all components that use WMI, e.g., AVGSvc.exe 19.6.4546.0 and TuneupSmartScan.dll 19.1.884.0.

Risk And Classification

Problem Types: CWE-427

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Avast Antivirus All All All All

Application Avast Antivirus All All All All

Application Avg Anti-virus All All All All

Application Avg Anti-virus All All All All

References

Reference Source Link Tags

SafeBreach Blog MISC safebreach.com Third Party Advisory

Avast Antivirus / AVG Antivirus - DLL Preloading into PPL and Potential Abuses MISC safebreach.com Exploit, Technical Description, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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