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CVE CVE-2019-17096
State PUBLIC
Assigner cve-requests@bitdefender.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-27 17:15:00 UTC
Updated 2020-01-31 15:09:00 UTC
Description A OS Command Injection vulnerability in the bootstrap stage of Bitdefender BOX 2 allows the manipulation of the “get_imag
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Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Bitdefender Box 2 - All All All

Hardware Bitdefender Box 2 - All All All

Operating System Bitdefender Box 2 Firmware - All All All

Operating System Bitdefender Box 2 Firmware - All All All
Application Bitdefender Central All All All All
Application Bitdefender Central All All All All
Application Bitdefender Central All All All All
Application Bitdefender Central All All All All
Reference Source Link Tags

Bitdefender BOX 2 bootstrap get_image_size command injection vulnerability - Bitdefender = CONFIRM  www.bitdefender.com Vendor Ac

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
« |

Vendor Comments And Credit

Discovery Credit


https://cve.report/
https://cve.report/CVE-2019-17096/mitre
https://cve.report/CVE-2019-17096/nist
https://cve.report/CVE-2019-17096/cve_org
https://cve.report/api/cve/CVE-2019-17096.json
https://cve.report/CVE-2019-17096.pdf
http://cve.report/vendor/bitdefender
http://cve.report/software/bitdefender/box_2
http://cve.report/vendor/bitdefender
http://cve.report/software/bitdefender/box_2
http://cve.report/vendor/bitdefender
http://cve.report/software/bitdefender/box_2_firmware
http://cve.report/vendor/bitdefender
http://cve.report/software/bitdefender/box_2_firmware
http://cve.report/vendor/bitdefender
http://cve.report/software/bitdefender/central
http://cve.report/vendor/bitdefender
http://cve.report/software/bitdefender/central
http://cve.report/vendor/bitdefender
http://cve.report/software/bitdefender/central
http://cve.report/vendor/bitdefender
http://cve.report/software/bitdefender/central
https://www.bitdefender.com/support/security-advisories/bitdefender-box-2-bootstrap-get_image_size-command-injection-vulnerability/
https://www.cve.org/CVERecord?id=CVE-2019-17096
https://nvd.nist.gov/vuln/detail/CVE-2019-17096

LEGACY: Claudio Bozzato, Lilith Wyatt and Dave McDaniel of Cisco Talos.

There are currently no legacy QID mappings associated with this CVE.
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