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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2019-1714

PUBLIC

psirt@cisco.com

CVE Program / NVD first with legacy fallback

2019-05-038 17:29:00 UTC

2023-08-15 15:24:00 UTC

A vulnerability in the implementation of Security Assertion Markup Language (SAML) 2.0 Single Sign-On (SSO) for Clientle:

Risk And Classification

1|

Problem Types: NVD-CWE-Other
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Reference Sourc

Cisco Adaptive Security Appliance Software and Firepower Threat Defense Software VPN SAML Authentication Bypass Vulnerability CISC(

Multiple Cisco Products CVE-2019-1714 Authentication Bypass Vulnerability BID
CVE Program record CVE.C
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

317006 Cisco Adaptive Security Appliance (ASA) Software VPN SAML Authentication Bypass Vulnerability(cisco-sa-20190501-asaftd-
saml-vpn)

317008 Cisco Firepower Threat Defense Software Virtual Private Network(VPN) Security Assertion Markup Language(SAML)
Authentication Bypass Vulnerability(cisco-sa-20190501-asaftd-saml-vpn)
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