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CVE CVE-2019-17178
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2019-10-04 17:15:00 UTC
Updated 2021-07-21 11:39:00 UTC

Description HuffmanTree_makeFromFrequencies in lodepng.c in LodePNG through 2019-09-28, as used in WinPR in FreeRDP and otl
i

/ |

Risk And Classification

Problem Types: CWE-252 | CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Freerdp Freerdp 1.1.0 betal All All

Application Freerdp Freerdp 1.1.0 betal All All

Application Freerdp Freerdp All All All All

Application Lodev Lodepng All All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All

Reference Source Link Tags
[security-announce] openSUSE-SU-2019:2608-1: moderate: Security update f SUSE lists.opensuse.org  Third Party Advisory
Fixed #5645: realloc return handling - FreeRDP/FreeRDP@9fee4ae - GitHub MISC github.com Patch, Vendor Advison
[security-announce] openSUSE-SU-2019:2604-1: moderate: Security update f SUSE lists.opensuse.org  Third Party Advisory
Potential Memory Leaks on FreeRDP - Issue #5645 - FreeRDP/FreeRDP - GitHub  MISC github.com Third Party Advisory
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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