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Summary

CVE CVE-2019-17185

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-21 01:15:00 UTC

Updated 2022-04-22 19:04:00 UTC

Description In FreeRADIUS 3.0.x before 3.0.20, the EAP-pwd module used a global OpenSSL BN_CTX instance to handle all handshakes. This mean multiple threads use the same BN_CTX instance concurrently, resulting in crashes when concurrent EAP-pwd handshakes are initiated. This can be abused by an adversary as a Denial-of-Service (DoS) attack.

Risk And Classification

Problem Types: CWE-662

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Freeradius Freeradius All All All All

Application Freeradius Freeradius All All All All

Operating System Opensuse Leap 15.1 All All All

References

Reference Source Link Tags

[security-announce] openSUSE-SU-2020:0553-1: moderate: Security update f SUSE lists.opensuse.org

Release 3.0.20 · FreeRADIUS/freeradius-server · GitHub CONFIRM github.com Release Notes, Third Party Advisory

Releases MISC freeradius.org Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199082 Ubuntu Security Notification for FreeRADIUS Vulnerabilities (USN-5785-1)

377276 Alibaba Cloud Linux Security Update for freeradius (ALINUX2-SA-2020:0148)
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CVE.report and Source URL Uptime Status status.cve.report

377276 Alibaba Cloud Linux Security Update for freeradius (ALINUX2-SA-2020:0148)

750693 SUSE Enterprise Linux Security Update for freeradius-server (SUSE-SU-2020:2391-1)

940312 AlmaLinux Security Update for freeradius:3.0 (ALSA-2020:4799)

960869 Rocky Linux Security Update for freeradius:3.0 (RLSA-2020:4799)
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