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Summary

CVE CVE-2019-17224

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-28 15:15:00 UTC

Updated 2019-11-05 14:43:00 UTC

Description The web interface of the Compal Broadband CH7465LG modem (version CH7465LG-NCIP-6.12.18.25-2p6-NOSH) is vulnerable to a /%2f/ path traversal attack, which can be exploited in order to test for the existence of a file pathname outside of the web root directory. If a file exists but is not part of the product, there is a 404 error. If a file does not exist, there is a 302 redirect to index.html.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Compal Ch7465lg - All All All

Hardware Compal Ch7465lg - All All All

Operating System Compal Ch7465lg Firmware ch7465lg-ncip-6.12.18.25-2p6-nosh All All All

Operating System Compal Ch7465lg Firmware ch7465lg-ncip-6.12.18.25-2p6-nosh All All All

References

Reference Source Link Tags

Again a vunerability in cable router CH7465LG (CVE-2019-17224) – the vulnerabilities hunter MISC vulnerabilities.home.blog Exploit, Third Party Advisory

www.search-lab.hu/media/Compal_CH7465LG_Evaluation_Report_1.1.pdf MISC www.search-lab.hu Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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