=

VE-2019-1/2

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2019-17266
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-06 22:15:00 UTC
Updated 2023-11-07 03:06:00 UTC
Description libsoup from versions 2.65.1 until 2.68.1 have a heap-based buffer over-read because soup_ntim_parse_challenge() in sou
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 19.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 19.04 All All All

Application Gnome Libsoup All All All All

Application Gnome Libsoup All All All All

Application Gnome Libsoup All All All All

Reference Source Link
#941912 - libsoup2.4: CVE-2019-17266 - Debian Bug report logs MISC bugs.debi
CVE-2019-17266 MISC security-tr
Bug#941912: libsoup2.4: CVE-2019-17266 MISC www.mail
Not Found MISC gitlab.gno
USN-4152-1: libsoup vulnerability | Ubuntu security notices | Ubuntu UBUNTU  usn.ubunt
NTLM: Avoid a potential heap buffer overflow in v2 authentication (f8a54ac8) - Commits - GNOME / libsoup - GitLab  MISC gitlab.gno
Page not found - GitHub - GitHub MISC github.cor
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Bug#941912: libsoup2.4: CVE-2019-17266 www.mail

NTLM: Avoid a potential heap buffer overflow in v2 authentication (88b7dff4) - Commits - GNOME / libsoup - GitLab ~ MISC gitlab.gno

CVE Program record CVE.ORG www.cve.

NVD vulnerability detail NVD nvd.nist.g

E IS R

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501060 Alpine Linux Security Update for libsoup

505037 Alpine Linux Security Update for libsoup

904922 Common Base Linux Mariner (CBL-Mariner) Security Update for libsoup (12358)
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