
CVE-2019-17267
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2019-17267

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-07 00:15:00 UTC

Updated 2023-11-07 03:06:00 UTC

Description A Polymorphic Typing issue was discovered in FasterXML jackson-databind before 2.9.10. It is related to net.sf.ehcache.hibernate.EhcacheJtaTransactionManagerLookup.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Fasterxml Jackson-databind All All All All

Application Fasterxml Jackson-databind All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Active Iq Unified Manager All All All All

Application Netapp Oncommand Api Services - All All All

Application Netapp Oncommand Api Services - All All All

Application Netapp Oncommand Workflow Automation - All All All

Application Netapp Oncommand Workflow Automation - All All All

Application Netapp Service Level Manager - All All All

Application Netapp Service Level Manager - All All All

Application Netapp Steelstore Cloud Integrated Storage - All All All
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Application Netapp Steelstore Cloud Integrated Storage - All All All

Application Netapp Steelstore Cloud Integrated Storage - All All All

Application Oracle Customer Management And Segmentation Foundation All All All All

Application Oracle Customer Management And Segmentation Foundation All All All All

Application Oracle Goldengate Application Adapters 19.1.0.0.0 All All All

Application Oracle Goldengate Application Adapters 19.1.0.0.0 All All All

Application Oracle Retail Customer Management And Segmentation Foundation 17.0 All All All

Application Oracle Retail Customer Management And Segmentation Foundation 17.0 All All All

Application Oracle Weblogic Server 12.2.1.3.0 All All All

Application Oracle Weblogic Server 12.2.1.3.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.2 All All All

Application Redhat Jboss Enterprise Application Platform 7.3 All All All

Application Redhat Jboss Enterprise Application Platform 7.2 All All All

Application Redhat Jboss Enterprise Application Platform 7.3 All All All

References

Reference Source Link

Red Hat Customer Portal REDHAT access.redhat.com

Red Hat Customer Portal REDHAT access.redhat.com

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org
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Block one more gadget type (ehcache, CVE-2019-17267) · Issue #2460 · FasterXML/jackson-databind · GitHub MISC github.com
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Oracle Critical Patch Update Advisory - July 2020 MISC www.oracle.com
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October 2019 FasterXML jackson-databind Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com
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Comparing jackson-databind-2.9.9.3...jackson-databind-2.9.10 · FasterXML/jackson-databind · GitHub MISC github.com
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Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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375626 IBM Cognos Analytics Multiple Vulnerabilities (6451705)

981448 Java (maven) Security Update for com.fasterxml.jackson.core:jackson-databind (GHSA-f3j5-rmmp-3fc5)
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