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Summary

CVE CVE-2019-17274

State PUBLIC

Assigner security-alert@netapp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-26 18:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description NetApp FAS 8300/8700 and AFF A400 Baseboard Management Controller (BMC) firmware versions 13.x prior to 13.1P1 were shipped with a default account enabled that could allow unauthorized arbitrary command execution via local access.

Risk And Classification

Problem Types: CWE-1188

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Netapp All Flash Fabric-attached Storage A400 - All All All

Hardware Netapp All Flash Fabric-attached Storage A400 - All All All

Operating System Netapp All Flash Fabric-attached Storage A400 Firmware All All All All

Hardware Netapp Fabric-attached Storage 8300 - All All All

Hardware Netapp Fabric-attached Storage 8300 - All All All

Operating System Netapp Fabric-attached Storage 8300 Firmware All All All All

Hardware Netapp Fabric-attached Storage 8700 - All All All

Hardware Netapp Fabric-attached Storage 8700 - All All All

Operating System Netapp Fabric-attached Storage 8700 Firmware All All All All

References

Reference

CVE-2019-17274 Default Privileged Account Vulnerability in the NetApp FAS 8300/8700 and AFF A400 Baseboard Management Controller | NetApp Product Security

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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